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Client-Server network Model : Z2}o]Hd ESo0] 3t Ay
o
-

14 YEHT 2
Peer-to-peer network Model : Ze}o|HET}L Au]Q] g

ot YEYT =e

e

x 7iQ
- AFEQIEY, AFEA]SEA (M2M: Machine to Machine)
AR SO AN E BS AR nEtoR Ara AZ A [<ARE - ARE> AREAF SRAIA]

lot(Internet of things)i= M2Me] WHH & [<Alz - Abe> AF&53 AbsAHY
- ol
Bit -> Data -> Information -> Knowledge -> Wisdom

glolH = B EBit)E9] 9Jnels 2Yojx, oujglE A E(Information)o|t}.

- Protocol(Z2 & Z)%

Z2EZ  AFHENY] 9L sAle sl Aole2 #oF
Ex) Physical Layero|A Al2g Fidg o, 0xt 15 of8A #22 ZUA F
(FAlS ol AHeE Fa8t PAS n2] Holee A (A WAILH)])

- JEHY3 31X
1. LAN(Local Area Network)

Sl 2R 4 UEYI PA <HOIRE  ofet AwA UEYI>

1.1. A3(Star Topology)

o
P EY MY AREIT ZE ZEoldES ¥
2o A, 4a], wE0] F4 U o|He] Wo4o] Ak,
g w0l Errorst A& YEYI| njx: FFol ¢
ZoF AxE VA -> XA YELI ofd

1.2. 823 (Bus Topology)

5 Re] EAalslA] ofel el GRAAIZE dAse] ot e
PP dolel A4, A dolgt BE LEdN 24 Jbs

F50] 41, v]go] HA £t
AHlo]E-0] 5t 3lo] LojX|H EA] Bl

1) M2M¥t loto] &tojof thsl w4g

2 Atol2 £A] oAl

rlo



1.3. F3(Ring Topology)
glolEl] Aol Tedolil WRAo] =50
FUFer Aol 7t > FARA Fofio] digh g3dol AUt
=7} AZA -> MS BTy} ThA] AZ > LT =Mo] BmA

AxEl 5 =
)Mol BAAH MA YELZ Oy]

2. MAN(Metropolitan Area Network)
geAl dro |92 x93 A4st7] At HEYZ

LANEQ] 2

3. WAN(Wide Area Network)

FUYT AL 28, 2W-2Akm WY Foj YEY
MANE9Q] T

* LAN, MAN, WAN H]x




4. PAN(Personal Area Network)
10m oJye] ©72] HEYA
Ex) Bluetooth, zigbee, shiri

5. BAN(Body Area Network)
Q1A HA UEYA (BSN : Body Sensor Network)
Ex) 250 7|4 21 2J7IstHA oA=7x] FAst= A

- B Z&3KStandardization)
- BESt) Bay?
BESE qofo] EXSHA] o, HlolEE BUl= JAI Hojg g e PAo] A=
Sepd A A2 © A4S 3 2 gio
Ex) 3122014 A4 -> Word2014 €= (& : 20Tt 9= 7|15
<ZHo] AnmEQoj= sgdo] Do = WHTA|P HEQI+= WA Atk

* De facto &3} vs De jure &3t %
De facto Standardization : @F2 AFZEo] AR -> t2A ®F (UNIX)
De jure Standardization : B YL TAOA A BF

- B33} 717
* [SO -> OSI 7 Layer Model

* ANSI -> ASCII code (De facto) XA

*x ASCII code®?

#x) 227t Argsts AEEOIN ojmE 2AtE YARE 0, IR0 WEE tARS A
Ex) Human : A -> ASCII : 65 -> Computer : 1000001(binomial number)

* [ETF(Internet Engineering Task Force)
Halste UEHNS &40 T2t M2 7IesS AAlshke 84 2Eet Al
Ex) wgl -> RECL00 : o|2jgt 7|58 0|27 AL&3IES obe Wi Zo] of@r}?
wg2 -> RFC100 £24? o]ZA 2A}t -> AR
wg3 -> RFC1009] ]2t 4ok oj27| sk o W] ¢he7t? > 24 -> RFCI0]
(wg : WorkingGroup)
et 22 S AXA AEA R ogstd mEeHS AHY mEdter A4

*+ RFC 307 &3t 14
AP R > 6719 A, 28] WP > BE A > 1Y Fik 23] 4
-> QIEY BECHQMIN 02 A Jo] g 24

REREE L TR D

- QIEYlo] W
%% : 0] 24 Atste] DARPAS] ARPANET S4+
TCP/IP AL QIEYl 54 -> 'de] &4t

o

WorldWideWeb(www)2] &A -> dAXj9] AUl

2) o] GANA ttE 2E

° z
(Ex. RFC100 -> 370 %, 4 -> ol A% > B AT

o}
-~
(@)
—
o
—_
I
v
o
N
= .
mO
oY o
i)

ohe ChA] AR BESHo] A,



- IPv6

LAN O HE] Wi-Fi:

fcd dbt

RN

0] A}_Q_O} = lp_F'J-‘ .

-> A L7t £ [Pvdz 1A 5jo] QIC}.
[Pvd @ xxxxxx.xxx.xxx (0 < zxx < 255) —> 2327H9] A St Jhs (QF 439)
= Z~[0000~FFFF])

=
[PV6 & XXX XXX XXXX: XXXKXKXH XXX XXX KXXX (xxxx~= 167

> 2 Ra g s

ofr
—

RAA QT 609 > Y T Fa 439 > [Pvde] FUIMsEAL] FH

o3
-> IPv6 @ 2'%°71 > 5 20004 A 98

- B A9 5&
@Y A (Simplex) : YE, B OheA, TV 5
oubgr EAI(Full-duplex) : A3}7], QHYl &

Half-duplex : g%0] Bdnjt ch2se Wt o

kd
18
i
oX.
l
—TD
2]
N

- Buelvle 51
S517] 93t ARE oA AEE WE, 24, 25

Modulator -> Sending -> Receiving -> Demodulator -> Data |
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- OSI 7 Layer Model %%

&M AE
(""'_'_'_"““\.
W] | e Az |78 7 z2es—— T
o Ay |18 6 BEEE— HolEd
DT oE] | gans | ~—nasnzes— e
Bb AG | 5 ¢ meem——
IS 18 3 na2eg— EE
_ As -

| tflojgf ~—E2 222 — | Hl0]E] |

13‘I

—AE 1 Z2ES—

B =71 A3 s
[cz 3z sy

rA
of
rx
Hu

- Description

OSI Reference Model2 ISO(ZA| B &7 L)oA RA
47 &0]4} : End-to-End Node Communication

37A% 0|3} : Neighberhood Node Communication
o]714 3A1&& IP-Layer, 44152 TCP-Layer& WYL,
5, 6, 74159 4-& ApplicationLayer?t &= 712 TCP/IP Model o]z2tal St

o

- 0Sl 771% 2do] 24l Ya] %%
A7} BolA| Elolelg AEokaal g
AS] 7TAISOIA AEStAL o= HolHE HE0]A], Headerg £0] 674508 H\ct
A9] 6A|50|A TASoA B Payloado] E Headerg &° bA5 o2 HWch
5,4, 3, 2A15904 F¥ ASY Payloadg wol Headerg 209 519 A5Lo= HWlM.
IAS(EAS) =E3 PayloadE M4 M=g Tt 8 AFHY IASCE EHcH
S AFH(A’F B4 Payloadg W)= HolH & 24508 &)1, 275014 2715 headerg Al7sty, 3AS O R Hlic)
37415(NetworkLayer)= ©] E|o|E|7} AFAlo|A] 2 Ho]EQIA] FAE &IgtrY.
case X) A9 A7) 9FOH headerg AlAsti 44502 Z2HHCY
case Y) AH:1Q] 47t ofyW OHA] 241502 YHEUWA O E ARFEZ HolHE A5
X) 47415 ~ 7TAS7X] Demodulated st0 Fl|oJElE &S EWlCh [HE ¢&]

Y) 1-2-3-2-1715-2 SHgsto) W R0} Axjsts AEEE Ao,



-> Python& &3} ¥ OSI 7 Layer Model Network System

0SImodel.py
random;

( userName) :

.ipAddress =
random.randint( ) random.randint( random.randint(
randint( Y
.userName = userName;

DatalLinkLayerModulate(
data = data + B
data;

NetworkLayerModulate( data, receiverAddress):
data = data + receiverAddress;
data;

TransportLayerModulate( data):
data = data + H
data;

SessionlLayerModulate( data):
data = data + H
data;

PresentationLayerModulate( data):
data = data + H
data;

ApplicationLayerModulate( data):

5

DatalLinkLayerDemodulate( data):
data = data.replace( )5
data;

NetworklLayerDemodulate( data, receiverAddress):
data = data.replace(receiverAddress );
data;

TransportLayerDemodulate( data):
data = data.replace( Wk
data;

SessionlLayerDemodulate( data):
data = data.replace( );
data;

PresentationLayerDemodulate(
data = data.replace(
data;

Applicate( sender, data):

data = data.replace( );

( .ipAddress .userName
data );

( sender.ipAddress sender.userName}");

TransformToElectronicSignal(




(char);

binaryTransform( integer):
.format(integer);

PhysicallLayerDemodulate( signals):
data = 5
signal signals:
(signal, 2));

PhysicallLayerModulate( data):
signals = [];
char data:
signals.append( .format (( (char))));
signals;

sendMessage ( content, receiverAddress, Groups):
content .ApplicationLayerModulate(content);
content .PresentationLayerModulate(content);
content .SessionlLayerModulate(content);
content .TransportLayerModulate(content);
content .NetworkLayerModulate(content, receiverAddress);
content .DatalLinkLayerModulate(content);

signals .PhysicallLayerModulate(content);

.move(signals, Groups);

move ( signals, 0SIs):
0SI 0SIs:
content = .PhysicallLayerDemodulate(signals);

contentShow = .PhysicallLayerDemodulate(signals);

content = OSI.DatalLinkLayerDemodulate(content);

0SI.ipAddress content| -
( .join(signals)

contentShow );
receiverAddress = OSI.ipAddress;

content}");
OSI.NetworkLayerDemodulate(content, receiverAddress);
content}");
OSI.TransportLayerDemodulate(content);
content}");
OSI.SessionlLayerDemodulate(content);
content




)5

OSI.PresentationLayerDemodulate(content);
content

content =

(
OSI.Applicate( content);

= OSI.DataLinkLayerModulate(content);

-> OSI model class File
SendAndReceiveNetworkExample.py
0SImodel

[OSI(

0SIs.append(Kate);
0SIs.append(Bill);

0SI OSIs:
(OSI.userName, OSI.ipAddress);
( )3
Bill.ipAddress, 0SIs);

Kate.sendMessage(
% Z20]) Soi27)7} Ala] matElx| 3%}

- console window




Code-References : https://github.com/UnprettyCoder/OSI-References-model

* %

-> OSI 745 239

g2 olshg £7] YT woly meAE

-1 0 &

7}7ke] Layerolql ARAlo] Ch2t Hloje] ©9lS B2t B4
Layer Name of DataUnit
Application Layer Data
Presentation Layer Data
Session Layer Data
Transport Layer Segment
Network Layer Packet
DataLink Layer Frame
Physical Layer Bits




- Physical Layer [1A4Z]
A3 241504 Y22 PayloadE X7]4AlS & dHto] A
%, o] A5olA& bit(0 or 1)E €A & FUESA|T

A4 AE2A 03 1 oA WA Ao FEetalct

A FI e wEs) 250 WAl Gas] Zotop gt

Ex) WAIAE 258 > AHS WAIAE 2Esk > A8 ojojgit dlo]e]

WALE YA 1 0 Y=, 1 o2

RS WAIZE WA 0 9A), 1WA (@A) Mg wol Abgat: WAl

wr B wgsh Walo] EAlsH ol§ 1 2, 9, S0z Qg ool Ao ofelg

NRZ L : I

NRZI

Bipolar-AMI | [— | | =3 | i

(most recent

preceding 1 bit has I— I—-

negative voltage)

Pseudoternary | }
{most recent ! :
preceding 0 bit has | ;
negative voltage) | i ' i

; : : — I—I . -1 \ -
Manchester ’-I I
Differential u 5 | ! I ! |

Manchester | ; i L : : : ! I

Figure 5.2 Digital Signal Encoding Formats

* Low Pass Filter : X107}

> St H5E B O nEo

Fupuct $4400) ajstct
NES Azm A5 vl Zofof

B

uju

=X

=
e

* (Modulate) : &1} A5 -> AZu} A5
(Demodulate) : A =0} A5 -> pZEm Al

-> Modem(24%!) : Modulater + Demodulater

u
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psio00 41 — A\ —ANAN—
ez VWA VWIAWY

sscaz ANV

ASK(Amplitude Shift Keying) : X1Z #Ho]
FSK(Frequency Shift Keying) : ot
PSK(Phase Shift Keying) : ¥4} Ho] ¥HZE [7H%

« 4,

1p

A+O.
» " a

Relationship of Signal & Distance

250 ~

200 +

150

Signal

100

50

| |
0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9
Distance (km)

28 R4 ojAle) Aao] ojs) Alse) Z# Aol WAlstch (Black line)

-> A9 N7l 729l Azl vl stAl Aastch
. 1
Signal oc Distance®

AT AL =50 B G| Qo] SAAE} AIASIT SR FA
-> 4] gojzl o2 fojHE B4 e 2ol o) ojxo] eyt
-> deo] dojzl o7 fojgg B ti= 41359 FAtof] ofsf o] wAgEt
S L EAANA AR 522 Q5] RandomsZ] UA¥[white noise] (Red wave)
Ex) A2j7} 0.3d o, Al59 N7|7t &S0l & 4TS ¢A] Y=ot (gape] 37| W)

A2)7F 0.8Q o, Alzo] A7I7F F&o & ¥ W= (gapol A7 WE)

_‘I‘l_

1.0




(28 HE)

o

o0

H
__o._

wd

o

sin-wave(¥+&1})7}

Al
Ly
: sin-wave?] FutLrE IA

-> & g2 sin-waves

=3

o

gk

2

—
o

x4 transport in High Frequency sin-Wave

12

10

1.00 ~

0.75 ~

0.50 ~

0.25 ~

0.00 4
=0.25

2AEM

—0.50 +

—0.75 A

—1.00 A

Time

J]J

oD

—_~—
o

-> o]2lAlo 2 sin-wave?]

sin-wave”} gt
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o1l [
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L]
e
Hu
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ol
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ol
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PCM &

<Jg 2-10-1= 0223 HEHMEE PCM A EDEAI 2] A=A

~> o Je 8m BAIe] ojAolc.
27 galo= 1, 1, O 1, 0, 02 BU7] YaliA= 6919 A7} W
2 11, 01, 00S EU7] YsliA= 3Ho] A157F WQ [AE &% 2uf]

AoA] 110, 1002 EU7] YJsiAe 2810 Als7t "a [M4 4= 34

But, 271 FAI01A 0, 12 A&7} AeA] FeAw FEstd 2.

8%l EAlolA 000 ~ 1112 X159 37|15 FUsH F&slof &
> Yo 27xAS =o]d AS2 15|y} sleoa, 57} 9t
3. otset

3.1. A] & t+%3} (TDMA : Time Division Multiplexing Access)
 ge Fma 0o ofel Agatgol Azl wet B4
B0 A7} 0-24] 0|8, B7} 2-44] 08, C7} 4-6A] ol
3.1.1. EAA Al B8 t}%3st (STDMA : Statistical TDMA)
$AK02 ol Alge] ofEl AZlo] UEHIE G 2E HEstAlE BAlstol
2 A Aslol mek US9Ia AgAS Bl S5 1Y
-> 88448 SRS, 842 DR "o

Zatg 8% ob&3t (FDMA : Frequency Division Multiplexing Access)
ofal ALgAIIA 22 AFSE 4 e Fmhg ad
Ex) SK-Tel : 4GHz + 0.5GHz, KT : 6Ghz + 0.5Ghz, LG-U+ : 8Ghz *+ 0.5Ghz

3.3. o B3 o585 Al (WDMA : WaveLength Division Multiplexing Access)
L 7F ApgALS0] Abgate Wol Te thed sto] AMg
Ex) A : RedLight(700nm), B : GreenLight(520nm), C : BlueLight(470nm)
3.4. 3= B3 t}%3st (CDMA : Code Division Multiplexing Access)
7} A1gAbgo] AFgeHe AnEgolo) BES T2 slel AL
Ex) Python}¥-S Java interpreter2 ®HstH ol ojujr} gict
> AAlS] BER ATk Aunte daAleke OEst 7Y
> e ARE TE FmA rjelg AgslE 27} gk

.

* x*iolil‘} g Al
= 2Blog,N [3I&

C: g &%, B: Al

-> tiF i Eo] IW 245 way gt A



- W 3t7|<%(Switching)
L thao) 717] 43 7ho] HAe] AANL ABARL 7%

wet YES : Hdugt YEYIT, HAXwgt JEYZ, f7lugt JEYI
WS UEYD ozl e HEYI, 484 HEYZ, A YEYIA
o Wy
wzt gkAlo| H|
(22 4) 28 wnel Sa
- 2 s WHXZE  JhMad mAEE  GOEIM Nums
B = ; 2 ' 2
e chg caal tafg ojAJx| 3! 3
mae MEoR | nmamue | wsmeaw | SR Ll
=l -] =] =1
o2l st " P a70mel e 27601 iz
da gy | SOVHUTRSHEBS| MROMNES | gocol gams | ool nass
ok 22Ol BE | SUN mAAE | oARnK 2zyy [T WA TSE L F—
(=4 —X=]

A AT ER

JFEE Al

Fc gl &
HE dojeje
41 djojglgl
B i o

e

21 of2{e Al

HES

oo ook
== 20t

wp |

ik

CIE &M xeadd

Al g8

DjA|X) EE XA
AR} 5 AE 57
o= ]

-
=8

EJHA}E. }I‘-

| ozt 7= 3 an
AR F 2R

DﬁAIIﬂJFf “:FQ

HARZ Ot R |

S2US i

GE 3 e

;:}-Ifﬁ;'.n.h:} ‘39
HAjzt chsf

SN2 7=

| o2l Z= 3 uey

Z} mzioict "e

AR Chers

“ Embedded Computing Laboratory

S huet of Information & Communication

* 3l g gHAl (Circuit Switching)

D]EJ Aeu 2 AA5] =& (End to End Communication)
Z7]1A17Hcircuit setup)o] @A},

circuito] gl setup =1 UH T8 HoJE &

s n&02 Fashe 2ol Fhsatch
gyl Azslo] ALY M THEROIA AHg

gict.

4
3k A
2 T

FA] (Message Switching)

A2, AR/AL b WA

e

%itt. (Unstable)
AFESHA = 7] diol §&d0l o

« W71 g 9FAl (Packet Switching) *
dlo|E] 2 mZ)(Packet) 9] 2 Batsto] A 45t}
dolHE Bl 2l g5t BUl= A ¢ datagram YA
tlolg & gt 3] o2qh Bl WAl ¢ virtual circuit 4]
- sAlS flet =A oA
* +2]4d(copper wire)
Twist pair : F+2]A1-g HotA ALR3SH= 71
-> HOotA]l ARE-3loF Noiseol 743tct.
JalHe AR EAlo] slSc).

+ EEF0|%(FL 1A VIS AHR)
&9} ot Alo] Fojuct. But, H|ARMC}.
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** Physical Layer Protocol®] ofA]

RJ45 Pinout
T-568B (mest comman)

[Fin arder and Colge
1 White-Orangs

28)7} A}gsHE AEY
1 ~ 87tRl9] M S0l *74 ol oare %g AR ]2 ol
S Physical LayeroA @d3stct.

12345678

f
A

ES Fx Aol AY &71s 4 [Spliterg AHEsHH 7hestild]
Spliter, Repeater S B7}4FR]Q] v]£o0] v|RtC,

EZ(rFeholl sl TSRl

st Hg ZREFo|2H 5,
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- DatalLink Layer [2A1&]
* Frame(Z=# )
. DataLink Layero|A] t}2% gjo]g @]

Destination Address Source Address Pavload Dat
(AR 52) (4R 52) Rt T
———————————————————————————————— Frame--------------—-—-——\-——\-\—-—\—"—"——\——————

* Service Data Unit(SDU) & Protocol Data Unit(PDU)

© &gt 7HAL Ztoll HiolEE Wt shAY, Aula ANAR(SAP)E Eoll ARG Al ol HlolHE wetsty] §sh Tl
*x* PCI(Protocol Control Information)

CAISY Ao FA] [Header(s|H)2tar siAsl = FRfstt]

(N + 1)th Layer | (N + 1)-PDU
Y <-- [N-SAP]
v
(N)-SDU
(N)th Layer | (N)-PCI !
Y
<-- [(N-1)-SAP]
v
(N = 1)th Layer |[(N - 1)-SDU
x* SAP(Service Access Point)

D [Rts] TetH] Aoty ASel FEA tlolE e wekshr] Ygt A=
4] @ N+1 level Layer | N-SAP | N level Layer | (N-1)-SAP | N-1 level Layer

vex 9] BH91745-SAPQITL?
 Service Access Pointo] 92 ol “Agl AZo] stgl AZONN MTste AulAZ W] A8 skl AZol HIshs FoiTo]
o}, SAPOIA A AE AlgsHs S 1) ASol7] 2o SAPS 7|3 T 59)715-SAPOR m7|3tch

= ALt Y (2" Zx)

22 AEolAl, N-SDU + N-PCI = N-PDU

NZZ PDU7} N-1A4|&202 7}HA], N-PDU = (N-1)-SDU

NZA= SDU7} N+17150.2 7FHAl, N-SDU = (N+1)-PDU = (N+1)-PCI + (N+1)-SDU
A MZsRA, 227 = SDUS 23Uy Y324 dj= PDUE Uz B lct
22i¥dl SDUE PDUY} &1, Ygi¥W PDUE SDUZF Hitt

J2]3 N-A&o] £A5t= SDU, PDU, PCI9] &2 2% N-[XXX]o|c}h.

* Datalink Layer?e] &t

© AZE Node(Z§A)oNA Frameg “g&s]” A [2F A, F Y. 55 U]
o2} gle dlolgY £441E 715s7 sk Zlo] Holy J2 AFe dFo|nh
dol8 g medsH(Framing), Zf|dQ] AL A Ao

_16_



* TCP/IP Model

/- 0S1-7 Layer Model \ e TCP / IP Protocol ~

il —
Application Layer - 7 ekl Telnet

Fresentation Layer — & = -
session Laver -5 | m
Transport Layer.- 4 Transport

z e --E-- m
MNetweork Layer - 3 A Internet =

Datalink Layer - 2
Metwork Interface

Physical Layer - 1 |

-> TCP/IP Model& OSI 7 Layer Model2 & U] 7ths| AF8-35H= Zlo|c}.
Network Layer : IP, Transport Layer : TCP, [6A15+67|5+74%] -> Application
Aeg gm glow 9 % 2o,

A

* MAC subLayer (Medium Access Control)
: DataLink Layer W59] subLayer (XX #AZX)

LLC subLayer
MAC subLayer <- DataLink Layer W%

DatalLink Layer

*x MAC Layer?] <&t
: Medium Access Control & Zoj2 Z7hojA] AL xA0o] AstS st}
( 9§? Channel Allocation Problem EH—v— )

*x* Channel Allocation Problem : 5-8% MediaE 7} A& ZIQUX

|
( &&d 0HolS w7t AT 7i?l7<l7} g 2A? > BE FA] AT & gl7] e )

% P2P Network vs Shared Network
P2P(Point to Point) network @ &5 »E(7HA)7t0] ZHzte] Mg /Hdo] EX|
-> o] 742, Channel Allocation Problemo] ¥WAS}A] Qf=Ct}.
N —,E,Ioi Bo QAX|ul AZEQ] Jf4rt Wolk|H AlxZ 2E A EIts
Shared Network : && L EZEo0] 5t}o] 2Q1(Media)E 2o
-> jBE2o] YEYI I o] gEfo]7] tf&2o] Channel Allocation Problemo] @A},
MAC Layer?9] 9go] Q L=t}

P2P Network Shared Network

Waorkstation Workstation

IRAN —

=]
—]
(]
W =
- — -
Mainframe
P2 P—netWOI'k Workstation

* ALOHA Protocol
olF &dl : stetol 471 distold FAle FatS O A ARESIE Hefolr] &
** Pure ALOHA

5] 249 ALOHA WA
AHAlo] dlolElS A&stT AS

f i o

:@ﬂ



Collisiono] WAIsHA HlolEl7t H4E|x] hoict? > & wuch (RUjA mix])
> PE0] AT Tt wolX| RAIRH uhy

-> High arrival rate® 7[R U EY I AHoAs £X]
Low arrival rateZ 7HX|= UEYI Mu|ofAE= &0kt dhgiolct,

PURE ALOHA

—lu

User
A W =0
8 l:|

E 1
! T ; : 3
D ! [
T s 1t | ]
E | L] [
T T T
|
Collision ;".r - Time - re—> Collision

In pure ALOHA, frames are transmitted at completely arbitrary times

* Slotted ALOHA

: KJEH;S *]Z_}Oﬂ?j D]]O]E—](Ep_ﬂo‘j])% ﬁé\ﬁé _/‘F_ 9\}15% D]a JEH%-':‘%
Ex) B5 7F A7} A7ztoj|ut glo]E] A4S A|Absle 2 st}
“> ZAlo] Go]El2 BU7] AJRHHE Collision® o}&3] WAYs}x u

AT dlolEE BUi7] AlAetd, o] ¢ sk Collision2 WA & ot
-> Collision®] ¥4 &go] gto2 ZolEgr}

* Pure ALOHA vs Slotted ALOHA [d]o]E|o] TAIE]

)

£

il ey ™

: i Slotted ALOHA: §= G

- 030

i

3_ 020 =__/ _

N e |

o |

3 010F | Pure ALOHA: § = Ge™®

£ |

e | : | |
0 05 10 15 20 3.0

G (attempts per packet time)
x& © Qopt B wE5o] glojgg MEstn Alofshex]
y& © B9 cloelsl R oR sate 2e(u]R)
-> Pure ALOHAJA = F|Tff 18%9] =AM Ho|il, Slotted ALOHAOA= Z|tf 36%
-> Y7} 100MB/sec &%=9] WL AFL5I=0|, Pure ALOHAZS 2&0}? -> 2|t} 18MB/sec

3) 271 o149 :=Eo)A shte] mediaS FAOl AHEStE A (5E)



* ALOHA vs CSMA gjo]g] TAF u]g H|n

1.0
09
08

07
fos
0.5

0.4
0.3
0.2
0.1

0.0+
0 1

10

K =
w
~
]
(=]
-~
a2
w

G ol

Fig 3.11. Channel Throughput: Aloha and CSMA

-> 9a]7t 647\]1 A8t T2 E =22 ]-persistent CSMA Protocolo|t}.

-> w458 Non-persistent CSMAS 1-persistent CSMAQF =5 whAlojgt= Alo g2 MUt Ao, AlA|2 non-persistent
CSMA= CSOHH o2 L o] xpgo] HARH A9]9] Al7HRandom)o] AUl thA] CSE Aldisttt. 1-persistent CSMAE CSoj
A g L=EOo] ARgo] RlEH vig ofA] PAtstog A5 thg WAl protocolo|tt.

* CSMA(/CD) [Carrier Sense & Multiple Access(/Collision Detect)]

Multiple Access : thF &0 2, B UEYJI S 449 L E(AFE)S0] AHEHES 90
** Carrier Sense?

L mole AEsty] Aol WA} dlojs AAWUe A&stn Yk CHE wEs} gl
stolsts 7 -> How : TF2 LColy A49e AFg%09l sin-Wavert 7S},

*x Collision Detect?

D 5E UAE 9ujste ZAo2, Carrier Senses st WSS ARSI =T GlojA dolHE A&3i=t, $=0] €9
3 4 Qlchd Onf, FEo0] doY3S YRSt FE0]  AojupA o7t AL EA] £3HSE dYFE A

*xx CSMAQ] =2]&9] 3 & %
L A7} ol S Aawe B Coll mulRln @itk Ax dolgg mUjs] Ao CS

7} Qlex] AN AHREQl THE wET} gt Hlo

31 THA] CSE Sith

** p-persistent CSMA (“o]LA &
: Carrier Senseg Al33+=d & C7} AETE AHEEY O, vt2 CSE oA
Al3SHA] oFaL, tHA] CSE Al Hl&E pE F+ CSMAo|th

) AR o8 =27t AEYe AHESOIAR sin-Waves ZAA|SHA] 2ot 212 HoJE7t o] &sh=tol = otF AR AlZto] 48
7] WZolct. (o]2o] A g W8)
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-> 0.1-persistent CSMA : CSE 103] & 4 Q=A|7tof] 1¥ A]sESITt.
0.1-persistent CSMA
CS +
NonCs T T T T T
0 10 20 30 40 50
Time
WS 4 ole AIZEol 1 Algstc

-> 0.01-persistent CSMA : CSE 100
0.01-persistent CSMA

CSs +
NonCs T T T T T T
0 100 200 300 400 500
Time
x* p-persistent CSMAOJA] p= oj@7| ZX?
g,

-> sig ASLYUIANEHZ)Y trafficdo] <]sir 27

5) traffic : A&WoA doht we r=5o0] golg
- 20 -



% CD (Collision Detection)
D e} Zo] CSMAYALS AR =¥ o240 =& Collisiono] WA ¥stA|] ¢rotof girt,
Jejut, ol Z+F 4)olA 3%, tlolgQ] o]Fof AZto] A-Hth= 7o) oo AAZE  Collisiono] WA§stA .

| ; Carrier Sense
® O =

> AdlA B SlolEl7} Fo| CSHO nlA itk 23E © F/b CSE ot ALgE che w=7t gicka Bkt
DataS YHUHA] Collisiono] ¥AISIHCH %

-> Collisiono] A5, 2t7ko] MgAlo] FSo0] Yolikae Buaict

% of7]A & bR BAZE wAlshedl, At A14E dole|(zeld)o] o7t YR Fow A: mede o uuisd) oo
Collisiono] WAst: A97F ATk o]l 79, Ax me|de 2% Yuwy] g2 £50 Collisiono] WAREA FyHs =9

RS & 47 gl
> ol BAIZ sl dslr] Yol AP n2EeD
1. WMA9] ZoJo] Maximum-E FT}. [Physical Layer Protocol]
2. A1o]89 FAI9] minimumE Ft}. [Physical Layer Protocol]
3. Y A(Hlo]g)Q Zo]o] minimum-E FC}. [Datalink Layer Protocol]
Ex) “A" A4 -> “A00000000000000000000000000000" 0.2 =gt -> &

*x Collision E15 92 T oj@7 si55t=7}7

-> Collision 2115 ®Z (Ho]8 & thA| A&sfiorst= ) -> delay & retry

ol Hz9] delayE 7IR|1 7|t} T}t ThA] A &3tct

delay : Binary Exponential back off2 wac}t, [Delay = 2" x ¢ (¢ : Random time))
-> 77} random time©]”7] W&o AAI}= do|Ej7t AAEct

=> o]71o & CSMA/CD Protocolo] tjsljA] =5 o= oit}. oj2fgh WAl ARgsitd 2
J2{1} ALOHA, CSMA/CD+= Hlol§E ¥ Uil 1 Ho]g7} A Aol =23 2
DA mEo] dojgol =g ZAM|Zto] HAGE|oJolsh= Y EQ 3 (Real-Time-Network)olXl= AN £ gty 13od
Real-Time-Networkol|A] A-8-6F= protocolZ F3IQI7}F. T Ho]x|of] Az&]o] Qlot.

,.
Y

o,
2

_2‘|_



* Collision-Free Protocol
A AR 550 AFRERE TR EFolr
o] BREZS w2t FAloE Collisiono] WsHr] ehech (Hlole] EXAIZ A 7)

*x Basic bit-map protocol

8 contentional slots

A
0.2 8 EE ., 6.7 01 2 3 4 85 6.7
1 LDk [ [« [ [

A Bit-map Protocol.

-> Hlojgg A&str] Aol Holgg Adstl A2 =58 UA Fopdoh. 123 247t oA SAd=HE Folsh Hl

oJElE aAKOR TS Tt

** Binary Countdown protocol

Binary Countdown Protocol

ORODROOONOOOOOORILODDODROONDOOOO

LN BN R AR R RNERSHEHNERSRSHSEHSESEHSES;S;RS;NS R
OBOBOOONOBOCTOOOROGOODIODOGOOODOO
CBONOOVLONOVOOOGOOINDOGOO00000CBOOCOO
ORe RGP RGO OCOROCRONNOON
OBONGOONOVO0OOCOIOROOO V000V O0OO0OOO
CReROCODFOOCODOROGOGOOG | HOOPOODOOO

" LB AN EEEEENEEENNE ANEENXEENERENR N
g LN BN K EREEBRSERSESHES-ERSSERESESE NS S NSE.
& LN ELE RN R B EERNNERSNEHRMNSNERHSS R
éﬁ OROBOGODPROOHDOCONOOVOOOORODOBEG
= OHOBODOBROGOVOGPDBBROOCOOGOOBOOBOROO
RN ONOGOCPOROPOVDOOODOOOOOOO

I EEA NENENNEENNNENENENENXNENESENY N

R RN EENEENEERENN RN NN NESENNN
OBONGOLONOVOOVGLOIOROOOOBOOOOOOOGOLY
BB OBOOCOOCOBOGOOGOOODLOOVBOOD
RO OBR OGO RGO ODODDPOODOODH
dpholoe LE R B R NN R NN ERSN-EHNSESN-R}R.

1T T T rEF ST RIS R TETLNRNSTLLEESTRNSSS

T T T
Cutl
Nodes Columns

R R . O
Cut4 Cut3 Cut2

-> L CES dHlog Ziapa] &, 250 gojE S ¥l L ty} 9l=x] ARt} gHoF AlEo] QXRQE =0 AEoA E Yt
Bl 7} Qx| Aot
AEHE Fotal, A SR folHE A4st= S it} @ bit-map protocolofA] N

o] = =of N¥lo] Ag-g sfoFstA|Rt, Binary countdown protocolol & N7HO] o log,NHo| Aeg st €t (285

29 st 2oz Ueht ARk AR AZIA Mg 9%F0) 9k 202 diges

® wto Ze} ARsty, E sk2y, ® k21 sfopstct. 13 oMol "est "o 314 ¢ 108 (. 1og600 = 9)
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—————————————————————————————— [Not important] ---------------——----—c—-

** M/S polling protocol (Master/Slaves polling protocol)

Bus

SlaveT Slave? Slawveld

: Master?} Slavesol ] R4 BlolEl7t Al wAH o= Hejsto] B Hlojgl} glom BT, glow thg slaveo]7] 2ol
she W

-> ZA JEYZ X

-> M/S polling protocol& AREst= BEAQ YEQ T : KTX ¥ HEYZA
** Token ring protocol

Token passes around the ring
from station to station

: Token(dlo|HE A4

et

_23_
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I=]
[y

* Wireless LAN Protocol (24 Al 2 &3)
PR SAlR dor AR A 7] mizol A1 Ao A|efo] Qlet
(Wifi Ao AH2] : "o 2 300m, AXZ 100mE EA] &)

-

** Hidden Node Problem >

S SAlol AleE A7t QT RY of7]oA A7 wAS. Do B, aft e A27F AR EXIE ARG RIt. 1
ZA boflA| Hlol8E A&st{il Carrier Sensed st F&o] 7hast JEI= QX aft c7t SAlo] bojAl Hlol8l& A&stH
boj]A] = collisiono] WAIsStC) o]7Z1& “Hidden Node Problem(&74% & ZA)"2t1 stk

The transmission range of ﬂ“isw The transmission range of

node a )\ / node c

Area cleared after RTS

Area cleared after CTS

A7} Bol7| HlolH& A&st7] Aol A RTS(Request to Send)& EWth RTSE ©2 B AHilo] HiojHE £A1E & = AH
2t# CTS(Clear to Send)E tA] BWtt. ojdf, ColAl Bo] CTSE XISt Alg ARilo] QIR|SHA] xéh= w==(A)7F Bof|Al Hol&
£ A&ste il steu QXIS HlolHE BUA] heth CTSE 32 Ax BolZl A&S AlAso

-> Collisiong ®X|& 4 9lct.

=> o]g{st {4122 MACA protocol(Multiple Access & Collision Avoidance)t)o]2tal stct,

o},

2

6) IEEE 802.11 : CSMA/CA(Carrier Sense Multiple Access with Collision Avoidance)z}til
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* Ethernet MAC subLayer
Protocol Frame®] G1& [DIX Ethernet] %

8bytes 6bytes 6bytes 2bytes 0-1500bytes 0-46bytes | 4bytes .
5 . Destination | Source T - B Check- |Preamble - Carrier
reamble e ata a = o5 =
Address Address P sum |Senses  #lg As o+
sender/receiver  A|AE]
AIRY &718}

Destination Address : EAHK] ZA

(2|5 ©AA] Fat otk A%E ©AA] FaLt Network Layerof#] mHst= Zloji, of7]ofA]
Neighborhood Node MAC Address?)o]|t}.]

Source Address : ®HAIX] A [0]7] ESF Neighborhood MAC addresso|t}.]

Data(Payload) : o] ZdUofA] X458l sH= AHo|tt. MTU8= 1500byteso]rt.

Pad : Collision Detect® ¢35t Z|AZo]|E OX|A]7]= AsHS 5= A

Check-sum : Errorg &¢lst= g9 [o]0A ol2{7} YA =X+ 2&] (CRCY ALE)

=> 9jo] Hol= I (@7} = A9 fLxolt}. o]FA 3AFOIA Datag ot EAE Headerg H&0l= A2 Framing(Z2]|Y
sheta sty, oA 2A 504 o]FolXit

ro
H
2
2
-+
P
rir

* Repeater(2]T]E) %
C Y BUtR Aleo] AA7E dojud, o] AeE A SFAAZFE FA
olg|gt 93ts sh= AR S Datalink Layero A= Repeater, Network Layeroj A= Router(2}-$-8 )2t 1 et

Relationship Distance&Signal with Repeater

repeater
No repeater
10
8 4
£
o 67
[}
4 4 S |

T T
0 Repeater Repeater Repeater
Distance

7) MAC Address : UEY 3 7158 71X stEgojo] 18514 HoEE F4o|tt 6bytest= 48bitso]B 2 1785 MAC Address
9] Jh4e 256% ojct.

8) MTU : Maximum Transfer Unit [} mgdo] 7} 4 L | 37|

9) CRC : Cyclic Redundancy Check (’\ Zz82 AAb, oS ¥4 mf] Check-sumy} w2 H|o]g 9] Check-sumo] YX|sh=
Al Blusts WY (A2 GX|sHA] gt Fito] @77 FASIT L QIA]]

[:
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- LLC subLayer (Logical Link Control subLayer)
DataLink Layeroll&= 27§9] subLayer[MAC, LLC|7} Ql+=dl, 2L % sfufolct.
Medium Access Control, & 2tj2 &% AL =71 AFRE  ZQIX] 245}
subLayerofA]+= Framing, Error Control, Flo

MAC subLayeroA]=
st 5~ gloo @) LLC

Alo] 9] Tt ME5YS AFRE

= g
o] % Error Control2 MAC Layero]A = o]Zojzlc}
* Services Provided to Network Layer
© o] ®gh LLC Layer?] A&Qld], sAsiEH “Network Layero#] AH]AE A|&st= 27 oltt. 3AS
A 2, 14502 W7 1AZ0A Holeg $44510 2418L Holsg g8 3450 sgsted,
2 s AEOQ 34 &1 vl EAISH= ZIR|E wy|A sj== Ay|2o|ct [Virtual Communication]
Host 1 Host 2 Host 1 Host2
q4 4 4 4
3 T T 3 3 » ’ 3
Wirtwal
2 l data path ’ 2 > 2
1 1 1
A ctual
data path __.)

i
L.

sl et

* Framing (=¥ dsh)
ASoA Yz 117l MTU(Maximum Transfer Unit)o] t= 2 xj2
oA siAY 4 Qe Zdor ¢re: A

E'j-ﬂ A s

=9 245

UE= 7Y

* Frame<

-- Character count Framing
-- Starting and Ending flags, with byte stuffing Framing

-- Starting and Ending flags, with bit stuffing Framing

i

1. Character Count Framing
neo] AR 1 mee] Zol2 Agstel sl meYo] ol

Character count

\

oz AS

L osre g, (

%

[ T=2a

w Control £9] ¢

One character

(a)|5|1|2|3|4|5|6|?|B|9|8|0|1|2|3|4|5|6|8|?|8|9|0|1
Frame3 Frame4
8 characters

Frame 2
8 characters

Frame 1
5 characters

5 characters

Error

™~

o[s[1]2]3]4]7]e[7[s]o]8]o[1]2]3][4]s5]e[8][7[8]ofo1]2]3]

Frame 1 Fr;me 2 MNow a
(Wrong) character count
Helae 71l (b)A™ 571 <o &
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olgigt 2 Fol tigh Ffg ol AMET A9 20X = ZIHoltt.

2. Starting and Ending flags, with byte stuffing Framing
D ma)olo] AJatEt o] FLAGE @old melql ©els 18d & QU st 7)Y

FLAG| Header Payload field Trailer |[FLAG
(@)

Original characters After stuffing

A FLAG B — | A ESC | |FLAG B

A ESC B — | A ESC | | ESC B

A ESC | |FLAG B — | A ESC | |ESC | |ESC | |FLAG|| B

A ESC | | ESC B — | A ESC |[ESC || ESC || ESC B

(b)

JdoA (a)s ZUS FLAGE E2{ibe= o] 7|Ho] ojst dgo IEJr. (b)e ek M&stele dlo
byteZt S017# o] GA #2lsteAlo] th Aol FLAGE I < o =2 "Hello! Everyone~”
ol2}®, Flag framingg ¥ m ©o]zlo] “IHello! Everyone~!"0 & Bd%}e Zlojch pAIFOM = o] T U] ARty TS “I'2 ¢
wotnz AA2 AZEE folHe “Hello"#o]lx UMA|(*l Everyone~")& £AEA €t olzjst oQ]& siZdst7] sl 4t
710] Escape byteolt}. goJ8 UjRo] F0i9l= FLAGYO|= Escape byteE &0 H&st= Zolth. ol& E°] Escape bytes
“\"2t1 71935t “Hello! Everyone~"& “IHello\! Everyone~!"0 & ®&tE] 1 0]718 HAIZ0A L “Hello! Everyone~"02 #

of FLAG =2 Escape
|

B2 Rks 4 Qloh

J%otd w4 golE 7t “\ is Backslash’2}# o€ sfoa7t? o]d 9. @&FAHEscape byte)dol E EFAIE 201F &
Aoz siAstt.

Z, o] glolglx “N\\ is Backslash!”2 WHE 1, $AIZ0A 0|78 Q29lo] ¥k & QIr}

o] Escape byteg &0]&+ AZ stuffing(R|YE27])ol2t Fie.

EE o] 7|HIAME o7E YA £ e, flag’t 72 Qs o2 AR ¥EEE Zo|th “Hello™& £41504 “IHello!"2
SA1E]ojof shed], @ F =2 QI8 “@Hello!"2 £41E]H o] mJe £ 4 glojxltt. a2fu} Character Count 7oAl @7 o]&
BE folHE &Alste Zof vls] o] 7Hol e g Zds AR oZ AMEE £ Qe AoA oFo 23 & F sttt
g 4 Qloh

3. Starting and Ending flags, with bit stuffing Framing

D29 7oA B 212 byte->bito]tt. bitfl&o] bytedSH T wh=r] fZof ARE-HT}.
NeRoR Asste HAUSS 24 JlEat BYLotct

Ex) FLAG = 01110, Escape bit = 011 o]0 0

Original data 01110101010111011010101110
Stuffed data 0111010101011010110010101110 FLAGZ} 011100]7] mjZof

Payloado] 011100] 4o+
218 WAIS) Folof Fk. of71olAE 0110] 9ol Low ul2 kg escape bit 08 YolFE 2102 011100 Lot 2E WAIH
o} Escape bitg Aot W e FLAGE ol 212 AM8shivlel mef 3ais] by chac
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- EDC, ECC [03] ¥ g, o2 &% FE]

Trailer : Error Detecting

(EDC, ECC) Codes(EDC), Error
Correcting Codes(ECC)=

Header Payload

Frame Uj5.of Trailer¥¥of Soj7tct.

* Error-Detecting Codes [Checksum]

Hamming Distance& ©]&3t o8] A& 7|9

k7lQ] o2je wst A oW Hamming Distance® k+10] E &2 UrEo0]l&E,
Ex) 2bit dlo]g A&

[00, 01, 10, 11] -> 2bit2 Tt= £ Q= CloJHE

[000, 011, 101, 110] -> Hof 1bitE o &894 2= Ho]HE Alo]9e] HD.& 22 THs.
o7l HZ4l 00yt 12 parity bitl02fal g

2= Hol§E Ato]9] H.D.7} 2019 3709] bit%F 17H7F @ /7F U oF oAy &
91? 0000] @F=2 <lsl 0010] Hct. -> 0012 9] 47HA] FLof glth. -> @&

ruE ro
_JEE olr
re

}\

er O : Ibyteo] 1bite] parity bitZ ‘Folof sh=ul, bytert AR ALLE QRS bit EH A7) T2,
gH o2 vlagAolc,

** Polynomial code checksum

shipel meol MAIS 574 Generator2 UwolA UoiA] RS EDCAR2lo] 2of F&3tct.

2AFOME SRolx & UUjA] RS 22 Generator2 UiolAl Uoix|7} 00] ©@ AA, Lol 0] of@ 87} 9ickw
T [99.9% Al2]E]1)

* Error-Correcting Codes

L of2l2 sk REoltt

HPH o k bito] o] S A 4% uf Hamming DistanceS 2k+12 THSo]f L= Zlo|tt.

AIEAQ1 W -> Googling

glolg &0l mle @l Algto] Aej= dlol®, FeH/dol 5] B ojof sh= Ho|HE Ad
FAoz e =2st7] W&)

m&"
E=)
rEl
o
o
i
o
>
>
ofo
roL
i)
o

10) parity bit : G20 XH Hamming DistanceS 22 U50]F & bit
11) o] WHos 922 100% HetAl: RICH= A4S oulatch. 1 Aol 3 meo] Loial R siet 2oiA A4stw 5
o2 g¥Koz uje gajsich
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- Flow Control [3]/4 A|o]]

R Zl(zd)Ee eARARl A

* Stop-and-Wait Protocol

*+* ENQ/ACK 7|¥ [Enquiry / Acknowledgement]

How ENQ/ACK Works

Station A Station B

Establishment

Data transfer

Termination

el

o
ko
0%
lo
fu
EJ
__(Tl_“
o,
m

o
op>
4>
r
o,
>
b
1,
i)

b~
r,
A
rlo
I=]
&
oo
_O'L
i

SAZ0)4 24150 ENQES)E BUL, 245004 ACK(SE)S
UL SYWD, BT SEWnE whEatt fogs AY £41510W EOT(End of Text
}

uju
>
¢
Ay
bz
L o
rr
pay
lo
fu
i
o
£l

ok L] 7]‘:"3

L shUe] 5 AFjoldo] ol Al £4 AHoldoz PHH YEYIA A1
1. A&l g &

Secondary Secondary Secondary
Primary B ¢

>

> % AHo]do] £4 AEo]MolA] HolHES $4% U AL RER & Aol ENQ Ol SELS sid AEolMolA] A

$5k3, ACK7H 98, Hloje] $4418 At
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Secondary Secondary
Primary A
—

Secondary
C

* Stop-and-Wait ARQ [Autometic Repeat & reQuest]
C 9ol AdEgk ENQ/ACK 719, &7 7|Wo] 2% of7]o] &3ttt

A B
Frame O
Frame 1
Ack 1
T Frame 2“‘*x
Timeout
Frame lost: l
Aretransmits Frame 2
e s
‘"T"" Frame 3
Timeout X&ﬂa
ACK3 lost: ____.wv___ Frame 3
A retransmits
Ack 3 B discards
duplicate frame
91 3ol Stop-Wait ARQE AR HY3t FAIEAM mds AT ff 2 =
12) wAjet o 28

Agel TAGEI2)E & A&t
ste 2oz Hojoltt. gref Algo] 1ted ACKS A&t
ol sk 2ol S
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B mydo] gt TAGE &0 ACKE HEstT). olgjti7l 41504 e med

g melle ol B4R Foh Ea $4%50) meodo] £uEY S50l ox] ¢eHU YA Timeouto] AlLtE 4150l
Al 223 AEghth. fAERIAs ACKYE #AE = 49 e et o] 4% Eot Aol AUH ofA] medS A-53htt
FAEL e mdE 29 w2 o] FY 22 TAGY = yio] w2 A3 ARt oj2igh dualEg 71X SAlst
X 7Zlo] Stop-Wait ARQ protocolo]tt.

@A 1 0.001% Hl&2 WSt Q7S FAESH] Hdl Z& HolHE Eaduitt 38 g A2 Ao R ule ¥la &R
ojc}.

-> OAE Bwestr] 98] U2 7Y : Sliding Window Flow Control

* Sliding Window Flow Control % %

: Axs 37]9] Window SizeS Asf 1 37|ghEo] mef|le ACK/F Sofox] gojetr Atk MY Xl 7|9
o] F1YoNE AHEO R window’} WelE o]Satn] @87} Qi A TIFIAZIS FhRIA] G QA4

o}, [oFef oAl FE]

if Window size : 5, T : $41&, R :

seq. i + 1 seq. seq. 7+ 1 seq. i

(BEBEEBLERELEL © STITTTTIILILE
; t + () () i T + -

Al

=
L= ]

P

Frame Window of Window of
Scheduled Frames Expected Frames
seq. § + 1 seq. seg. f+ 1 seq. §

BEBROBERPEABL - BRI —  TITT T pe0s

seq. i + 1 seq. seq. £+ 1 seq. i

[1]s]4[3]2]1]s]4]3]2]1]5] -+ [Ack1,2,3] | HEEERENREEOE
. seq. i+ 1 . seq. f ) : seq. f+ 1 ) seq. § .

[1]s]4[3]2]1]5]4]3]2]1]5] [5]4] — L1 L1 [ [ [sl4i3[2[1]5]

seq. i + 1 seq. § seq. §+ 1 seq. i
[1]sT4]3]2[n]5]4]3]2]1]5] < [Ackd5] [ [T T[] Isl4[3]2][1]5]
x* K&=  Ho|HE X45tHA window size?t £0]51l, ACKE ¥tOoHA] window size’}

chA] Qiel2 Sofech.

x* pAE L OOJEE £AI5HHA window sizeZt £0]51, ACKE EUWHA window size”t

ChA] A R Eotect,

-> o]fA o2 window size?t oS ARG WEsHAA HolHE SEH7IARE glo] dfHoz Rdste Zlo] a2told ¢

9 229 A2 R uAYZIt,
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% Go-Back-N ARQ & SR[Selective Repeat] ARQ *

GBn(Go-Back-n) ARQ

1 Data O | _ _ 1 Dam0 _____ .
b —— > —

Data 1 — [ata 1 .
T ] Data 2 — | Data2 |

*++x GBn ARQ @ pAl&0A SAHAL 249 T o] His] NAK 22 T332 ZUHHA

B o7l 22 ASSoM s 277 QAT T GRE A 4K oz Y Ade
**x SR ARQ 1 A FOA = = I
sl =t 223 ASFNAE 2757 AYE Zdee oAl AESh
-> 45l Br]o= SR ARQ7F g4 &84l 740l t
ot 23 2adh Feoeh Abgstal, ©2 490l GBn ARQE A&} (Stop-Wait ARQE 79| AMEHA] +=tt)

7>
rr
>
o
mO
>
o)
o
]
i)
i
w2
-
>
=]
o)
rr
-4
P
N
Iz
%)
=OL_I‘
>
Jo
>,
)
o
)
oo
e
52
Ke)
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- Network Layer [3A]Z]

D 7|2Ro)n 7P SAIAQl (&S fo]E]2 Final Destination7}x] EU= Zio|c}.
ol71& 1% 7152 "Routing’[F & A/dloleta et
(Z¥HE A2 2t9-8 71yl otyet w7l Ad 714)

* Router

CHolHE AEFHAM AF 2SR ALE HRE e 7]sE off, 1o T 22 Network Layer Protocols T
t}. @ E Router= X}A19] Router Tableg 7FX]1 QJOoW, 1 TableE H1 IfFlE o] L& & ojd Ltz XN&5H ZJolx] AA
gt T2y AA|E Routero] R& o] kB0 4ish AE7F B& D3 = gloh (AFE7E ®7] dE)

24 subNetworkeh= 7H'do] ©Ash=0|, o]72 54 e =52 2o} ste] IFS oA F&4d. 289 450l

=2
=73 2
Fow K9 22 Ao} WS MEY ol Ywd £3 F F F22 AL Aok

PCl

[ 1L IR T 1R

PR 192.168.21.17
\\l—-.ﬁ]_
(&g

P2 . PCY 15108 33.33 esent
192, 16843114 eI -\l ¥ 19216823186 O
4 Y OhR 2 | 19m180 Lt y
rlﬁi.][-a.?a.ﬁ L

—
1515823 S.—J

L92.168.20.65 I a

ik, A

197.168.23.113 |

Tt

192.168.23. 145

E50. 168,73 64

]

19215373 20

193, 168,253,129

192 B08. 23 163

|_|
~n
i
-
03
le
il
fuln
=]
I
¢
o

=

=
=
2
]

-

=
=1
e

Ex) PC30IA PCAZ £A1517] 9loiA: lojEl 2 Utk R32 BT, R3GIHE subNet TH9] 21OE]S AlASIC) [wt o] 2foe
wet &84

* Store-and-Forward Packet Switching

o 16w Xlofl A th29H Switching Technology %-ollA 7l A§7A 7]Holt.
72" o s o7l AQAE WiZlE AASHL Og =t YHU= Aol
17l AR 7|¥ol= Datagram®Alyt Virtual circuitgbAlo] Q19ith.

T

+x* Connectionless Service [Datagram]|

Packet Router Carrier's equipment

Process P2

A's table

initially later C's table E's table
Al = A= ALA AL C
BB B:B B:A B:D
c:C ciC C: - c:cC
D:B DB D:D DD
E:C E. B E:E Bl =
F:C F:B F:IE F:F
———

Dest. Line
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HAUE  HIOlN H2m Adstele 171e Az A4 > AdHE Apile] 2hod Hloj2e ®i Bor CE A > & We kc
o] at9Ejolq Apale] 2ol EHloj2e wn APs| A > v > H2 7 24

*xx EX]

1. PacketS BWufolc} Routing TableS ZAARStTH Routing Table® A ©dt 27|12 71X 1L RefreshE| 82 M A&35H mj7lSo| &t
22 2R o] U

. Al A= Fo st ln‘:7} 72} o] yx Z JFZ WA %=t} [Robust]

(@2 wdduic g Hol5E AAtstaz)
3. 34l 4%y Bspie)rt 013*‘1} [AAIZE ~ER|Yofl= o] &5ty FErt]

** Connection-Oriented Service [Virtual Circuit]

H3 Router Carrier's equipment
Process

Process P2

Process P1

A's table C's table E's table
Hi;1|[C!1 A E: Ci1 E i1
H3!1||C:2 Ai2|lEi2 Ciz||Fiz2
re——  ——

In Out

WAYUZ © HIolA H22 Ti71e A&sl7] ol AZRQEolA F7ix|e] 7o) 422 A4 -> HIN A48 m7le 14" 422
B AR A& -> H2 7] Al

EX
*xx EX]

L Buis mfjzlo] Add F=o olgg 2o Adsty do. (TAGY HdF4)
W azle A5 :

2. 049 42 Fol shHe] =t ugYH
3. B4l 2A% U B35H82]7F Connectionless Serviceo] 8]l A
* Routing Algorithm [Z2& UtEE 7|H]

*x QALY

ARG, B, 88, fa%

» A 2" 7Y [2F]

171 50] o]55}= 7 Z[Routing Table]S Ta]Ap7} 4502 AHg
VS

QelolE s} ob7] o] e UEN AL ALEY 4 girt
eVt 59 BheEI ST YRS RSt 1 YRS /W02 AAE Routing Table A

5ho] subNetworkOPoﬂ 3HQ] Default Router2 Asto] vl2 QA w2 VUL m7lo] ofl™ A& Default Router2 HUJA]
7101A & Aol FEZ FrotA Adsh= 7Y

[Ch27]% 2ot Default Router?] 4j%50] Zofof ict]

20324010 X /24

== HEYS C[ISEE BY I F2

===
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¢ 2504 i jolA mizle 6l g Elolgol jo] FAart irt. 2”2 AHlo] 4¢3t subneto] Default
RouterQl Aol 1 mj7lS AL FESREW HEE 2eEE d) J2{H AV OE subneto] Q& jo F45 A
of mj7le AEsIc} [Uofl ip route 0.0.blablats A172X] ot ]

*% K}X] ]/'\E“(AS : Autonomous System) [3}}2] subNetwork]
59U 2oy BRETS AgelE UEYD

* % IGP & EGP

IGP [Interior Gateway Protocol]

e MBI oA 2heE FEE wetsts T2 EFo|n

EGP [Exterior Gateway Protocol]

L ohe AEU ehed e s wdst e ol

** AS, IGP, EGP= 9f = Q37

QoA AwEorsol QEUS TAsH: Z2EDe ol wok 1d] 9As] HAsiEo] BE PREoN Ze ZREDI AL
Sl @it e Z2eEg Ageitels dde) BAlol hssiofit 23] WRl 54 HAMASHL e szes
(GP)S AF831E, 12 B2 e AMRsIE ARIAAS S Ot 1218 Sodslit upiAZt Bastch o] &g she 2ol

EGPo|C}.13)

*x Routing Algorithm's species %

1. Flooding Routing [&4]

Agstual st e A 92E RE w2 djuste /)Y
> Uj9 uEgA, 1u]§

-> J2f4 Errorol= A3 fafsttt. (o187 Ao =F)
2. Distance Vector Routing [#2] HIE]

Mew estimated
Router

delay from J
A B \c D To A | H K ¢ Line
* Al o 24| [20] |21 g8 | A
B|12 36 #H 28 20 A
C|25 18 19 36 28| |
o S H plao] [27] [&] [=4 20 | H
E|l14 T 30 22 17 1
Fl23 20 19 40 30 1
G|18 31 5 31 18 | H
* - - H| 17 20 0 19 i2{ H
Vo B L [21] [o] (4] [22 10] |
J| 9 11 T 10 0| -
K| 24 22 22 0 B | K
L1229 33 9 8 15| K
JA JI JH JK — —
delay delay delay delay Mew
is is is is routing
8 10 12 B table
. - J for J
Vectors received from
J's four neighbors
(a) ()
JolAl 917 =2t-H A, I, H, K9 Routing Table®] JHE WOHA 1 AHHI} =L5h= delays FAF. o]Zg 7Ivke g xHilo]
HEHD A9 t& =2 mfizle A&sH ojg2 Adst= Aol 7P RTRE 245t AHl19] Routing Tableg TH=t.
UEN S+ & Wststoz Adst 2olott JEE wetsty AM19] 2hed ol g5 73Alght
Ex) 7} F2 #i7l& Adstn Ac. > A, [, H, Ko 2t98 Holgxk Zo]& vlusgtch -> AS A7 23(A-F) + 8(delay) =
31, I& AAN7FA 20(I-F) + 10(delay) = 30,

13) 03] RE B2EZ0|H o] o1 At AMY M YA AN o] Bol52 A9y YR wY TREIAN AgHE
gofolck. [AS, IGP, EGP]
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HE AX7HH 19(H-F) + 12(delay) = 31, K& AX7IH 40(K-F) +
Routing metricl4)o] Ec}. -> AFAIQ] Hlo]g FZto] “30 | I

2.1. Distance Vector Routing’s fault

JEA 9l ©A : The count-to-infinity problem

Link Between A & B is Broken

6(delay) = 46 oJt}. -> 2 AHA7}= Zlo] 300& 715 AL
= 7]dsi

A B C D
¢ ® ®
A B D
A 0,- 1, A 2,B 3, C
B 1,B 0, - 2, C 3.D
C 2, B 1,C 0,- 1,.C
D 3, B 2,C 1,D 0, -
B C D
Sum of Weight to A after link cut oo, A 2,B 3.C
Sum of Weight to A after 15t updating 3.C 2, B 3.C
Sum of Weight to A after 2nd updating 3,C 4,B 3,C
Sum of Weight to A after 3~ updating 5, C 4 B 5, C
Sum of Weight to A after 4t updating 5C 6, B 5C
Sum of Weight to A after 5 updating 7,C 6, B 7,C
Sum of Weight to A after ntt updating
o0 o0 o0 o0

o|X¥d dxtz AZAE Y ESL FoJA Distance Vector Routing protocol2 A& of

shu] mesl ZojAd, 2teE HrE we

gufjuitt Routing metric®] fo] Z2p7tHA]l Z171o] Rt 2 Wilsh= #AIS "The count-to-infinity problem”o]efal ghet.

Ex) A-B @170] #ojzlc}. -> B= A2 dlolelg Huj7|¢lsl 2198 g0
1, CE S8 Byd 20lck -> A2 Hlo]HS Bu7] ¢Jall C2 Hlo|HS BWich [RRAlal A9 @70l #71 2 ISR 23] ->
J70g oAl Ce ARA9 2198 Hlo]2g W1 B2 BWich -> 25t Loop -> HlojEl: AEEA] ¢frh > HEwg £7]7} wof
5}7] £]3F Routing metrico] AA Z7}sic}

2R+ 7 RouterSo] M| Network Zxo] thet FEE 7IAT YA 7] wlo] wgstct,

e
o gyt > Yus 3P fojct A2 cojeg A
=> olajgt

14) Routing metric : H]-&, A7t A4
bg ANZaH F2 FEO|OL

zgo
=22 T

=

t}. -> A2 AA YUYW routing metrico] oo 0]

Aygto2 st Zlojch. COSTo]



3. Link State Routing (JIZA ] 2HH)
© ARAlT A dZAE we3le] Routing metric AES AMilo] 43t subnet AAol] vjEtch AFAl[A]o] 43t subnet[a]e] 2}
ElS[B, C, D, E, Fl9] Al 44 AEE 7|82 1 subneto] A 25 {550 AH419] Routing Tableg AH/dgtet.

([I= ofz 289 A A7golM oAl )

Building Link State Packets

Link State Packets

B c D E F

Seq. Seq. Seq. Seq. Seq. Seq.

Age Age Age Age Age Age
B|2| |C|3 A B

E|5||C|2]| |D|3 Fl|7] |C|1 D|7
E [ E

(a) (b}

(a) A subnet. (b) The link state packets for this subnet.

-> A subneto]] AtA1O] HBZ vjxshs OiAl, FJEE U4 :=E=9H9 Routing metricttg @i QloW oz vjustes PR &
BEetdh
(D.V.150] = subnet# Ao Tj3t Routing metric JEES Q1% Lcof vjx)

®

Q@
O-C-E

®» @ ©
-> subneto]] BiZE 2}H 50 YEEE 7} 2fREF0] A4l 2" HolEZ A
-> 29E|So] FA| Network 758 QAIZ 4 9lrk. [D.V.9] o4 1ueH]
-> Routing Algorithmo]| o]2{¢A] otAl D.V.7} ©f E#HAo|t}
** Distance Vector vs Link State
4 5 1] HaMeis 254 dhae] meid wim
MelHe g$aes RSy woerE
oS apREe A EHSE T HEHS T 214
2fFE|RF AbEE Tig] M2l ciai Hit CHE 2lPeimiriel T mt
Frizoz M dioHE ZE(HeEL LR E7h OfHIE ZHio] 2kl AE DRHEE He{TA L7H
OFEE 2tRERt 2rE efolE Dat 2Sae] PeaphE o

15) Distance Vector
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*x [GP(Interior Gateway Protocol)o|A] AFE%+= 7|9

OSPF(Open Shortest Path First) : Link State Algorithm
RIP(Routing Information Protocol) : Distance Vector

IGRP(Interior Gateway Routing Protocol) : Distance Vector [A|A ]

* Congestion Control [5-35F42]]

AR 5 RFE9 AMEAPE WobR|H Congestiono] dojutal, UEYAY £=7F XS] A=t oA A
Congestion Controlo]t}. C.C..& Network Layer 0]2]Q9] th2 LayeroA & &t=0], 22X 02 Routes HHE 4 = YEYA
AZo] C.Co} 7P ETpE o2 LERdTE

** Congestion

*

Maximigm Carrying Perect
Capacity of subnet .

Desirable

=]
g
jin)
-
m
=
%
= & Congested
=)

2!

o

Packet sent
Concept of Congestion

OoJAtAIQl 7327t Perfect, X|&sH= 7Zlo] Desirable, AlA|= Congested?] Jgjmn& w2ch AREAPZE Wopx|H Maximum
CapacityS @X] Lg=0c 13517t A2]= o] 8= Packet sent7l WolX]H Collisiono] ¥Aist1, &= =& BT Back-Offstal
A% Delay 20| Hlo|8}E AMALTE E, o7|A Apilo] B\l HolE o] tigt SF(ACK)o] @A] ¢fotAl HEE2 Holg7t 1t
2] 7102 X7bstal Re-transmission(Al4-41)8tc 48 Awjo] o]2A = mjzlo] A SoluwA AA| 600%0] AHEsHE
712 1000~20007] o]fo] A&LEl= o] WA Maximum CapacityZ} 10000]2}x 71751 600~700%F T AF8-6l = 17
3 HAIE EojAA Congestiono] HAYsH= 7ot

b

rlo

** Congestion Control Methods
7]12A9Q] ®f¥H : Monitoring -> Congestion 2HA -> Congestion 2A1-S Ef = CTofA <4
1. Congestion Control in Virtual-Circuit subnets
Congestion W4 442 HF HE5L 24502 312 olFAY © Congestiono] WY 2ES ms| Yolo)
Virtual-Circuit2 AAste] 7 ZA=2=20F 1j7l&
.

O g .
[Datagram Ao 2= 7t 1f7l50] 0|5 H=2E 5T 4 7] 2o Congestion WY FZEZ 1fj7lo] 0|5

et
N
N
ofr
ox
=)
30
O

A =

A

Virtual /"’
circuit

Congestion

() (b)
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2. Plain Choke Packets vs Hop-by-Hop Choke Packets

D HlolHE
7t @A s9lee AP ol Agwe
2 Choke Packeto] A&E7HK] 7HH A4S0 A 2EH
EoARH FAR o= folH ASFE &

Hop-by-Hop©] Plain¥t} njtulo] wacty 2

L

A
o

Haste 42 5 old 720 Congestiono] WA¥sH AFX] o] A

X4&=2 Congestion2 sfA

A& A7HA] Choke PacketZ A&-s5to] Apile] R E
F7199s dlolge] A& &t of2f 2119] Plain
ukxlo| 11, Hop-by-Hop2 Choke Packetg 8

0:

ol

] Aako

o o=z

HlolH

A4ee Folt Wajolck,

it

Repair by Choke Packets

= Hop-by-Hop Choke Packets
= Principle

= Reaction to Choke packets already at router (not only at end system)

Plain Choke packets

» A heavy flow is established
= Congestion is noticed at D
= A Choke packet is sent to A
= The flow is reduced at A

s The flow is reduced at D

* Jitter Control [Jitter = QX}]

Hop-by-hop Choke packets

A heavy flow is established
Congestion is noticed at D
A Choke packet is sent to A
The flow is reduced at F
The flow is reduced at D

** Jitter?
8
i)
-l
]
o
(=18
©
=
2
g
LC High jitter Low jitter
[ —
Minimum Delay —»- Delay
delay (due to speed of light)
S Jitters §lo] 2ol Delay #4Rgte] 2712k & 4 9ok o2 o] High Jitter?] ¢ tlo]ElS 57] BU® 1%, 3%, 2%, 6
&, 229 Delay’} 2849 4 QIthaLl ot9, Low Jitter®] 3¢ lo|EE 57 BUi¥ 3%, 3.1%, 2.9%, 2.96%, 3.0229] Delay7}
A Qe = golgle] TAM|ZI] Q&P} Jittere] F7)of wal AMECT B 2 ok AlA|ZF AEajalzro] elMako] flo]E st A
Mot 7)o mAtsolsls A, Low Jitters mWARolch QOS6= dlo]g] A&o] AlglA, Dajo], Jitter, BandwidthS9] ZAS
s

1. Buffering (4] =)

: Jitter Control& st7]o 7Pg &4 wh¥olct. tlo]E 7} High Jitter2 4AlE]o] 1f7lo] £Al%|= Delay timeo] S&'E%&3st 7
L, “PAFANT AR dlolH7t A" wrhA] ohMEr2 TiFlS Al MASHERACHE SPAH AFEAMA HolEE HoF=
galojct,

Ex) 52 59740l A= 7|X7A] Delay timeo] A9, ASPEH o wo] Faf2 #¢glo] & & it

16) QOS : Quality of Service [AZH]A9] A ]|
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Packet departs EI EI HEI EI H
SOUrce
Packet arrves EI EI BEI IEI E|
at buffar
Packet removed | i lis o BE E]El EI
from buffer

L L ooty by oo e gy o op e feodign o G
1] 5 10 15 20
Time (sec) Gap in playback

2. The Leaky Bucket Algorithm [
s

= Me g5l ¢1s]

S50A Holelg ¥ o o By Zlo] ofy2t oo F3ho] Bl Hlo]H & Fobril, HolE AE&=S s 1 it
173t £=2 folHE iU Za2Eoltt. olZA st dlojele] A& es s 22 7hesty] W&ol Jitters ¥
et o] di2Ee 2= Congestiono] glo® Fsolo 2 12 £

r

o

rg o oL
H Do

o 32 £0] 1402 fo]Hg ALstal, Congestiono] W AJsH
Y& £0jA A&0= HolHE A4 o2 Congestion® oj=g= He|d 4 Qlrt.

12 Mbps

M Bursty Flow

2 Mbps

3456 7 8810

{100
Bursty Data

s

——

Fixed Flow

3 Mbps

Mmoo

I
012345678910

Fixed Data

3. The Token Bucket Algorithm

: Leaky %492 Jitter Control® 7|5t AL&ALSS] dloje] AA&E P4 BAL WAL (227} A% dlolElg B2
9l 2E Do) ofx] ot clojelg Mastelt ABAE M40 YEYIES AgfoRitts BA) 0|2 djA5]E HAEY
710] Token Bucket 212|50lc). o] WAl ALgAlulcH AfAIZHG 17]9) Tokeng Hofsli, AL&AI} Hlojelg M4atr] SIshA
+ Tokeng AGsjjopste= A3t}

= Yo
o]
OlF] B o] gstel ALBATE TEot

of

Astel A4 YEYAES o] fat= ALRAMS Tokend W EAl0] 4@sty, YEYIES

Token© 2 1408 YEYIE o]&F £ A .

S o

Host Host
Computer Computer

One token is
added to the
bucket every

AT \

OO

|
/‘@ OOoon

W

[
[]

[]

Networks Networks

The bucket
holds tokens
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** RSVP-The ReSerVation Protocol [Oﬂok T2 EF]

: o] WAl2 Bandwidthg of|fAto| 7] &sh= 2102 Congestiong #ea]sh= BfAo|c}.

Ex) SKTOA] 0~1000929] Bandwidthg R 2%E stghurolct. 22w 0~10000] 35k Bandwidths SKToA ojetgt Zo]
82 KT, LGU+oA &= ARESHA] ettty 2282 SKT+ KT,LGU+ojA AT Congestiong 71 Qlutsiete Apilo] ofofgh
Bandwidth= A3t Totst YEYZIS & 4 Qi)

RSVP-The ReSerVation Protocol (2)

Bandwidth
a——ragnrved lor
source 2
oF De eF
Bandwidth reserved
for source 1

- | Ge - |

(a) Host 3 requests a channel to host 1. (b) Host 3 then requests a
second channel, to host 2. (c¢) Host 5 requests a channel to host 1.
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- Transport Layer [4A]&]
* Transport Layer?] &&t
Transport Layer2 1,
Destination®] d72 QA&, ¢
Session Layer?] oj@ AjH]
Control= 3ttt

2, 3A

#8902 End-to-End Communicationg 3sh= 7 Zo|c}.

* Connection Establishment & Release Model

weeeeee e unuSual event

CONNECTISYN (Step 1 of the 3-way-handshake)

o2 95 Source ¢

T Cliendreceiver path (Start) _ ey
— serverisender path LISTENI- A CLOSEI-
© CLOSE-
(Step 2 of the 3-way-handshake) SYN/SYN+ACK LISTEN
RSTI- : SENDISYN
RECEIVED | SYNISYNFACK  (simultaneous open) o SENT
Data exchange occurs
ACK- N B SYN+ACKIACK
- _ " (Step 3 of the 3-way-handshake)

{ CLOSEIFIN

CLOSEIFIN EIN/ACK
T e B . Tl ISR .
. : I Active CLOSE] [Passwe CLOSE—| ,

B I
: v Y FIN/ACK > : ; Y :
: AINWAIT L | s CLOSIG o SLOSE WAIT |
| FIN+VACK/ACK v :
1 ; i 1 | 1
i 1 1 \
! ACK AcK! o CLOSEIFIN ,
{ : : 1 [ :
: ' ! 1
! Y 2 Y :
: FINWAIT2 | "o >| TIME wAIT Do LAST ACK ]
! FINJACK L )
E l‘[‘lmeout 1 d ACKS :
_______________________________________________ 1 )

(ZFolA)
wh7rX o] Active, mtgtAlo] Passive
HA Fad o Witdoe] WA dZ2 52 Q7

_42_

SYN : Synchronization [€72 Q7]
RST : Reset [EX] 972 £ g2]

ACK : Acknowledgement [3X 2%
FIN : Finish [972 &8 87%]
CLOSED : x7] A& (8]dZ JEl)
ESTABLISHED : |42 A3 AMEj



* Connection Establishment [Not using Three-way Handshake case]

CONNECTION ESTABLISHMENT

Hmit_i Hosi 2 Host 1 Hnsl 2
cn Old duplicala |
~=Ay
~%9ay ~Aleeg.
=¥ _- .
g W= e
= hcf‘ e oo e k__"f’f'_,»-"
..-"’ _._.-—"‘"_-—’
- Da AT4
f5 —_REy
—9= =x —~—ZJECT (a
4{:‘ _‘———___CK =
% 7N —]
(a) ib)
Scenarios for establishing a connection using a three-way handshake. CR denotes
CONNECTION REQUEST.

(a) Normal operation,
(h) Old CONNECTION REQUEST appearing out of nowhere.

AdbA ol 74 (a)?t Zo] HostloAl CR(Connection Request)S B Ui, Host27} 283511, Hostlyl Host27F A=y 1 1
(b)} Zo] Old duplicate’} 2tAisto] o]lu] Hostldt Host27F AZ2H ’\OEHONZH Host1oj|A] B CRo| Host20] &A= 7427}
1

rum_l;

o] 9 271A] s|AWHol U, A WAl WS Host2olA] o] @AT Hostlo2Be malsh CR1S £Alshe Zlolch 5 WA
A2 Host20]A&= 1'F CRI1o| Ojgt ACK1E Hostlo=® ZA&35tal, HostloflA] 2709 A2 & StUE RejectsiA] Eolule A0l
£ Zlo] 71=3t 0] 8= CRy} ACK, REJECT, DATA 257} Z+29] seq(Sequence number)E 71HA|1l YojA L& 7%

* Three-way Handshake [33] 1A} 7]¥]

Events at Host 1 Events at Host 2

send SYN —

—==1_ receive SYN
_+— send SYN + ACK

receive SYN + ACK —e——
send ACK —

—==1  receive ACK

v v

Events at Host 1 Events at Host 2

send FIN+ ACK

—a==1  receive FIN + ACK
1— send FIN + ACK

receive FIN + ACK ——=—
send ACK —

—a=1  receive ACK

v v

17) Old duplication =X €9 : Congestion¥} Re-transmission T& [HostlofA] CR1S HY=G CRlo] 7= =&
Congestiono] gHAIsto] X4o0] X|d= FL Host22HE ACKS vX] 235F Hostl& CRIo] @857F Qitty wWHsty CR2E
Re-transmissiongtt}. 710 tjst ACK27} =Ars5to] Hostlit Host2: HZo] WHojXl ArEfQlt]], Congestion W&o %=o0]Xl
CR10] Host20]] =Atstct o]7io] old duplication©]C}.
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olxd, 3¥o] AX &olst= 7]¥H-E Three-way Handshake Algorithm olgt1 str}. 9jo] Eo]% Three-way Handshaket: &
Al A4 ZTEAlO] ARSI 13114 o] ]‘ﬂ% A2 FaA ZAZE Aok ¢ 2HoA o2 59, Hostlo] Host27} Ailo] B\
OFX1eF ACKE Alth2 ®oH=A] &ld & gloks Zolt}t. o] #AlE “The two-army problem”o|2til §trt. o] ZA|E siZst7]
Aol =Jsh= 7ol Timeout oty APJAIES 7|oe|thzt 0] o™ ACKZF @A ofote AZAE Fash= Aol

=22 o

*x Connection Release with TimeOut

CONNECTION RELEASE

Hum 1 - = HD:E!.E . H_as_-l 1 _Hr_rst g_
Sand DH — DR Send Dﬂ —~——_ DR
+ start imer e + start fimer T
5"""": f‘" Send DR
on_— - SUE DR__—| + start timer
Release |« Release |=— .
connBction connection :
L]
Send ACK [—__ ACK E
T+ Release Send ACK —_’_"P_’E__ e .
connaction "‘Légfj_:‘; (Tim&out)
release
connection
(=) (b)
{a) Normal case of a three-way handshake. (b) final
ACK lost.
Host 1 Host 2 Host 1 Host 2
Send DR “-—_____‘_EH' Send DR — DR
+ start imear _\_‘_‘_‘_-t. Send DR & + Stﬂlj timer _\_\—__\_\—_‘_\_‘_‘“_-—h. Send DA &
ML, — | Star timer . __—— start timer
= LostZ . ¥ Lost a
{ Timeout) | %" . T 5
— Dy I'I!G-G .
S | Send DR & { Tinteout) | |
+ Slan Wmar oy sand DA —— | .
P_‘f_ﬁ.efﬂ" -1 e + start timer o o (I
Release | . — : ”
conneclion . .
. L]
Send ACK
“JEEM o (N Tifeouts) (Tim&outy
connection release release
connection connection
(c) (d}
(c) Response DR lost (d) Response lost and
subsequent DRs lost.

(c)Q} Zol] 2¥xy Handshakeoﬂ/\-] Q87 I ALlo= XA o] AP &, Activegt Zoj|A] TFA] DR(Disconnection Request)S
Wy, o) 38l9) QAE @ &, AEE SR

()2} Zo] FUHOR data loss7t Fol WASH: A9, Activedt ZojlA] N¥Io] DR Aj514-2 AA|sHL, ofRSgo] glowl Active
L AZS Fashe Zolt. (Passive?] YA = AR4lol DRE 4415t ACKS HWlenz ARAIHo]
(d)ect of Igxom 5 WA DROM watstr] 0, ¥ wo] DRAYAEE 25 lostslchd 1712 oju] &
Ret)
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* Flow Control and Buffering in Transport Layer
*x TCP Layer Ho]§] A& =t

Application A

Application B

P

Sender Events
send data octets 1-1000 —f=a—
send data octets 1001-2000
send data oclets 2001-2500 —_
receive ack for 1000 -
recelve ack for 2000 =
receive ack for 2500 —=—
send data octets 2501-3500 —e
send data octets 3501-4500
recelve ack for 3500 —fa—
receive ack for 4500 —=—
recelve ack for 4500 —
Y

L

TCP receive

AL

-> TCP Layer?] @Ho|X|gt Transporto A= st
-> o]7]A] @3t bufferts “Clo|E|E YA|Z GotE It olata QIAISHH =t
-> buffero] dAFo] Hlojgf7} Ro|H, 1 AS0o=2 fojg S B

Recelver Events

_4— advertise window=2500

l— ack up to 1000, window=1500
|— ack up to 2000, window=500

|— ack up to 2500, window=0

— application reads 2000 oclets
1— ack up to 2500, window=2000

|- ack up to 3500, window=1000
— ack up to 4500, window=0

application reads 1000 octets

_+4— ack up to 4500, window=1000

Y 23FolA advertise window®] F7]= Apilo]l 4l flsl FHISE buffere] 37|18 oojeitt. 7|EHo=2 TojE FpAloA

Sliding Window Algorithm2 AF23tt}. Sendero| Al AHA19] buffer of &3S delZ= oS8+ buffer?t 7}

ofod Holgg we 4 g
T she AEE wyE oz ekl

T RF-
= MR

o dlole7t 5

7] fiZolth. wAolM = 7Hg ©A Sender’t Receiverof7] ulg] oju& F7]9] bufferg &H|stet

(application reads xxx octets®= ¢

A

2 xxW39 HojHE 23 Ze 0]

2

t})
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* Addressing [HH]A 4 317

: Transport Layerol & 91| 835t 972, 550lo] AF¥E sixlet Mu]A ZaS Aobxt 7]5& $h} Addressingo] 2t
Transport Layero]A] Upper Layer® UJ°lElS 23 © to]§ 9] LER S (port number)!8)S =Qlsto] o] HloJE7} ofEH Ajy]A
S QA% HlolH AR st s Au|A mRIER
*xx TJEAQl ZA|EZF port number

The TCP Service Model

Port Protocol Use
21 FTP File transfer
23 Telnet Remote login
25 SMTP E-mail
69 TFTP Trivial File Transfer Protocol
79 Finger Lookup info about a user
80 HTTP World Wide Web
110 POP-3 Remote e-mail access
119 NNTP USENET news

Some assigned ports.

-> 145 fojge] EWSI} 2190t} -> Upper Layer?] FTPAHZ 4
-> X249 fo|ee] LEWMS I 80Wo|t}. -> Upper Layer?] HTTPAHZ A&
[AHAA TCP/IP REoAl= TCP 97} Hl& Application Layer2hx o]2igt H8& JtdsiAl 2 /oHA]%, OSI 7 Layer ModelofA]

+ U} Application Layer?} ofyeta] 2g2 o 245 @AE AXA €ot]

18) port number: 16bits ALHE| 2 FLEE] 0] 0~6553587FX] AR 4 QlTt,
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- TCP/IP Network Model
: OSI Reference Model®] Network Layer+= IP Layer, Transport Layer= TCP Layer= TUwjA|5}1 Session Layer,

Presentation Layer, Application Layer: 5t}9] Application Layer2 E£35to] UEY I EAIS Waestst EY3 2d [o&
g @2 HEE AA]]
TCP/IP model Protocols and services

HTTP, FTTP,

Applicalion Telnel, NTP,
DHCP, PING

7

Transporf TCP, UDP
Nefwork IP, ARP, ICMP, ICMP

Nelwork th r
Inferface Efherne

., B m s e e g e s ]

- IP Layer(Internet Protocol Layer) [Network Layer’s role]
D 7]RR o2 st I OSI Model®] Network Layer?] J71ut Fdstct

Internet ProtocolofAl= v]HZAY v|ilgld Holg 18 2 EZE AME (=1, &)

[Best Effort Delivery Service A2 (H]AIZ]A])]

* [CMP(Internet Control Message Protocol)

! Routingo]] Tt w2 Waste 17

o2 So] HZEO cmdo] “ping www.google.cokr’S sl google] A HIE] ip= DNSINZEE] urololx] o [P
sigst= M2 ICMP[Echo Request] Packet2 HwWlict o]71S 5

ocrsit}. o]7do] AAMM 02 AHEEICHH, A &Hoste} 2AIANB7Ee] EAlo|= Bx|7} Qick= ojujct. Tajr 22 E@o]x|7F A
2]x] or=r}m EAlo] 2A|7} ofa}l Application® $R|Q1S sHo] 8t 2 9ltt ofgfo] oAl Ping®l oA]9} ICMP Packeto]

T

te 13 Adyl= XM4&X]2 ICMP[Echo Reply] Packetg& X435}

. 1 O

)

19) Domain Name Server : &=oj¢l ol 53} A9 ipS U§gste] 7kAaL 3l Ad, o]ZlE 2|7t AR o] =HQl o] S(www.~~)
2 gt S sig MHol ipFaz wsshEC. Ale] AREPE ofE =uQl o5 AW E AREsheAlS =HUstA ¥ cmdolA

nslookupg U=stH =t
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I Type Code Description

O — Echo Reply (0] Echo reply
3 — Destination (0] Destination network
Unreachable unreachable
1 Destination host
unreachable
2 Destination protocol
unreachable
3 Destination port
unreachable
4 Fragmentation needed and
DF flag set
5 Source route failed
5 — Redirect Message (0] Redirect datagram for the
Network
1 Redirect datagram for the
host
2 Redirect datagram for the
Type of Service and
Network
3 Redirect datagram for the

Service and Host

8 — Echo Request (0] Echo request
9 — Router Advertisement 0 Use to discover the
10 — Router Solicitation (0] addresses of operational
routers
11 — Time Exceeded 0 Time to live exceeded in
transit
1 Fragment reassembly time
exceeded
12 — Parameter Problem 0 Pointer indicates error
1 Missing required option
2 Bad length
13 — Timestamp 0 Used for time
synchronization
14 — Timestamp Reply 0 Reply to Timestamp
message
* [GMP(Internet Group Management Protocol)
: Multi-Castingg 93t 18 JHE Halst= 13l
Multicast packet transmission I Multicast packet transmission

withiout 1GMP Snooping whien IGMMP Snooping runs

Multicaxt router Multicaxt route

Lnyer 2 maitch

Host A Host
Recenrer Receiver

Host B

Host & Host C
Recefver Recemer

Host B

—— Mutticast packet=

915 IGMP Snooping0)g AF&st stx 9t A Awo] o7l Qir}. FolElE Yat= 1EolN Yat= &
o]

20) IGMP Snooping : Switch?} Host®} Router7te] thahj]82 &8 = Zoltt. Switch7} o]ZS F7to &lgto 24 GroupU]
o] ojm3t Host7} HlolElS Peter] &elstn, st $AENZRt Hoje g Adsts 71Yolrt. P3| UniCastingol}
BroadCastingoAl= AF8-E|X] ¢F=r}.
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* ARP(Address Resolution Protocol)
: 71X]1 Q= [P Address AEE 7jdtoz Tof &%= MAC AddressE 242Z=X Packeto|C}.

M

Ex) ARP Request Broad-Cating -> ARP Reply [MAC Address 4]

* RARP(Reverse ARP)
: 71X Q= MAC Address ABE 7|dto g 0 tfS&= [P AddressE 242 Z= X Packeto|r}.
Ex) RARP Request Broad-Cating -> RARP Reply [IP Address R H]

=> ARP, RARPE 7IHHs] ot A|Z HUofst= AHO] ZAMX]9] MAC AddressE ZE 732, ARP Packet9 Destination
AddressE 255.255.255.255(BroadCasting)2 A7Asto] & wcof 8ot T2{H 7 ARP PacketS whe o wce = 5
EJF 3t= IP AddressE 715l B2t AFil9] MAC Address H S ARP Replyo]| ©of A&A|2 HWct o] Tdo=22Hn ML=
oM IPFEE 7HXaL 11 1P| sigste MACHE S ¥+ Zolth

RARP= 2]9] o|ofjA] [P Address®t MAC Address®] QJX|gF vpE Zlo|t}.

* |Pv4 Header Packet %
20~65536 byles

20~60 bytes

4—| =] cllolef

Header Checksum
8 (16 bits)

20 Bytes

Bytes

Bito[a]|2[3]a[s][e[7]|8]o|10[22|12]13]14[25[16[27][18]19]20[21]22]23]24|25]|26]27|28|20]30]32
s

-- Version : IP Header Packet9] version AHE7} @A} (IPv4oA= 4)
-- IHL(IP Header Length) : IP Header?] Zo] AxY X% (20 ~ 60byte)

-- Total Length : Header + Payload AA| Zo] AHX A% (20 ~ 65535byte)

-> Payload?t 45 39 Fragmentation(E&)sto] A&

-- Identification : Fragmentation® mj7l9] 11§ Al¥H H3 XAt

-- DF(Don’t Fragment) : &3t w=EofA] mjj7l t=% 2% [DF7} 10]9]
-- MF(More Fragmentation) : Hof £&% 1jj7lo] ¢ oFa] [MF7} 10]H]

-- Fragment Offset : &9 1719 A5 Z2|7] sl W7lS AAA FEE A

IengthlID ME  Joffs Original IP
=4000 | =x -0 ¥ ATA datagram

One large datagram becomes
several smaller datagrams

length ID| MF (loffse
=1500 |=x =1 =0 AR

tlo
n
o,
S
-~
A
no,
Ol
o4
)
o ),l,ﬂ
Ol

length|ID
=1500 | =x

length | 1D
=1040 | =x
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-- ToS(Type of Service) : AH|A0] £= 14

D(Delay) : X|AAIZF & A5}

T(Throughput) : A2]& s}

R(Reliability) : A12]4 #|cist

C(Cost) : v]-& 2|43}t

Tosztoll @lsl Routing Algorithm& 474 (2t2Ho| et FAlE &% 91F)

Type of Service

D: Minimize delay R: Maximize reliability _ D | T | R | c -

T: Maximize throughput C: Minimize cost

Precedence TOS
TOS bits Description Protocol

0000 Normal TCMP
0001 Minimize cost NNTP
0010 Maximize SNMP

reliability
0100 Maximize FTP (data)

throughput
1000 Minimize delay FTP(control)

DNS
8. Network layer 2 C5470 8-19

-- TTL(Time To Live) : sliid w7l £8 RS A4 (W7lo] FUs] HEA] ALS)
-> 2t E S sh A]d wjopch TTLO] 14 ZHa -> TTLo] 0o] =9 mzle A&

-- Protocol : s TFS At&St= AY =22 AH XA (SCTP, TCP, UDP, ..)
ex) 1 : ICMP, 2 : IGMP, 6 : TCP 5%

-- Header Checksum : Header Y%9] @ &=5 &QIst7] Qs AHE X%+

-- Source Address : £A1&9] [P Address Y XAF

-- Destination Address : $£A159] [P Address AH A&

* |Pv4 Address Classes

IP address Classes

Class: | Network | # Hosts Decimal Address [ Sobnet inask

Bits Bits Range i

| I

Elaﬂ 8 bits 24 bits 1-126 | 255.0.0.0
Ela“ 16 bits 16 bits 128-191 255,255.0.0
g""'“ 24 bits & bits 192-223 255,255.255.0
glaﬁ = Fezaryed for Multicasting 224-239 Mj A
:53'355 Reserved forR & D 240-255 N/ A
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" - |EApNG| NET ID | HOST ID NO. OF ADDRESSES PER | i 4
CLASS ["sus”| “rrs BITS | NETWORKS | ~erwork |START ADDRESS] END ADDRESS
ass| . 7 24
el B " 24 |27 ) |27 asrm2e|  0.0.0.0 127.255.255.255
T ASS 16
C Lgbb 10 16 16 414 (16,384) |2 (65,536) 128.0.0.0 191.255.255.255
"LLASS 21
A 0| 24 8 |27 (200mas)|2®  (256) 192.0.0.0  |223.255.255.255
CLASS NOT NOT NOT NOT ) e
D 1110 | peFINED]| DEFINED] DEFINED DEFINED 224.0.0.0 239.255.255.255
CLASS NOT NOT NOT NOT S e
E 1111 |, piNeD | DEFINED|  DEFINED DEFINED 240.0.0.0 255.255.255.255
°]%3 IPv4 Addressoll= S2o] Upold 9ty 7 SZo A= Host IP AddressE AF&8H 2 9l 727} MafjmQlct (A2 43
A7e] Fak oF AMRSHA] & > HlE&4d)
D class®] Address= Multi-Cast& Z 40|41, E class®] Address= of8-Eo|C}.
* Subnet

: Network TrafficE Z4MAI717] 918l AA YEYIE E5to] Agsh= A
Ex) 165.246.30.xxx -> Qs AAH 15 UEYZ
165.246.31.xxx -> Qs A 25 UEYZ

* Subnet Mask

: Network IDQ} Host IDE E3HA]7]= [P Address

Ex) U7F AA 1Z50A] 165.246.30.19] ipF4E Tgwtop AFEstil QO™ 0|71 Subnet Mask (255.255.255.0)1 &A|7]H
165.246.30.00] vttt X7 =AUs5HA 165.246.30.3 ipFAS ddgtop AEstn QJO0™ o] E3F Subnet Masko] &7]7|H
165.246.30.00] uett o] &9 AHHIT Fouz EL e Subnetdto] Qdti= g & £ ok THeF Subnet MaskE
255.255.0.002 Aot Myl 8} 165.246.0.00] H2R Qlot] Wy ipFas Agots BE AlRbS: 22 HBUS AL§
e & 4 Uk

* NAT(Network Address Translation)

Ok
o
T

NATH =1
/_f__“;l\zcm 60.10.12

I‘. 192.168.0.xxx \________________/
| Router

Internet ~

— \_7_7-. y L_, - g
*!'*"iP >—s?J|p =z S

=2CHP->AdIp HE rednooby.tistory.com

© Zoixl o}LJrQ 59l IP AddressZ o3| 7§9] A IP AddressZ XA UEYIE o] 83st= 8y (o] wiHoz Q5] [PvdzR =

[P Address7} B2&£3h8 sfj4)

7}” xRl o= "olA Abgshe FR7Iclt oz 501w 3¢9 ip addresse stUlH o]7lS ZHAFH, =ES, JFUHE &
cof A IPE 26l 7] tiZolt. o] RES(HRH, =E

ojploz Hot A ARste R=ERZ M9 FR7|2RH AMipE 2FE 2
ABY 0FAS(255.255.255.0)0 &AI7IH @A o] FHHlOA Lot #2 F{IIE AHgste MEU FEE 4 4 Qo

2 TYUYLS TAT 4 Utk (192.168.1.82) 0| HE 3T
EIFS|
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* DHCP(Dynamic Host Configuration Protocol)
UEYE FRE A fofet DHCP Server2 28 AbgO02 [PRFAS = 7]
DHCP= ¥%9 AFHY 750z st/ ugdydeirt 7issich vjgy

ofo} gt

for
>
N
rg
4 cE
off

02 AtAlo] ALZE IP AddressE x| As]%

L 4

o DHCP DISCOVER
IP Adldress Reguest

- DHCP OFFER a
- 1P Scldress Offer
0=
-
[-3——
a DHCP REQUEST ”
DHCP CLIENT IP Acldress Selection i DHCP SERVER
DHCP ACK

&

1P Address Acknowtedgement

DHCP Server=2%E] [P AddressE gio}Q

210 A
a v L o =2 O =
¢t FAE ZECIAEANA Alsetet. 2T Fa7F ohgo] 29 Mujo] QAT st As I R4S Seo[AEA FEeT

Ir
i)
2
o

z420 HE 128HE

i SHIEH 42202 10042 EA 16HIEM 82 E 02 16742 BA

o M) 202.30.64.22 [} 2001:0230:zbcd:fff:0000:0000:ffff:1111
B oF 432034 oF 432 <432 x432 x432
=) ol CpgFg) A
zame A, B, CS ZUA CHRIS HIE AR T HEes s sl
. ; N S33, MHIAEE HAS 22T 4 A0
= 2 ACHE

oS Psec TRES UG &3] SRIISHA JI2oE HE
Scl 1ML AE Creis ME =B 3lE

=80

BHP acrs| 2 20)

2~ =gt 20)
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* |[Pv6 Header Packet Frame

Fixed Header

-

Version :

Traffic class
Flow label

Priority/
Version | Traffic Class Flow Label
4-bits B-bits 20-bits
Payload Length 16uits Next Header Hop Limit

B-bits B-bits

Source Address 1szuis

Destination Address ,,5,..

Extension headers 1

-
*
L]

IP Address version A4 X%t
: IPv49] ToS(Type of Service) 7| [DTRC]
: virtual circuit &2 ¥5 AA} [o}A] 0]y A

Payload length : Payload?] Zo]& A&}

Hop limit :
Next header

Source Address :

[Pv49] TTL(Time To Live) 7%
L oheol 9 SgSIETt ol SR et Ay APEAE Abgely)

s sl 7t UWUJ 159l 4%, IPv4e] Protocol 715
version 69] £AIX] HJE

Destination Address : version 69] £AIA] AH

N
o F-\.i

o)
I‘E

KoN
=]
KJ

SRR

9 5%
A oA, a2 ehed S, gHst dd, A% g 55

slci2 QIsh Pvdol wlah slcizh whest Sloln 95 Sl 2 A%, IPvdolAs
6 375 &4 slclo] 3g 4 Ak
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RSN
o Fa0h W A FAS S o 24 Zo2MW oETre] IP Address §A|0] 7]ofsict
CORRESPONDENT NODE

CN

HOME NETWORK

FOREIGN NETWORK

MN

1O

L

MOBILE NODE
MNo] Home networko] 9J-& mj ArL
Hloju Foreign networko] £oi7t2 o FN9 DHCP ServerzZ ¥E Xojudt

** Home Address : Mobile NodeQ] ¥H1A0Ql FA4,
*x* Care-of-Address : MN©o| Home networkE H
4, MNo] Home networkZ Hlojutg of A&
** Routing method outside of Home network?!
g By 24
&3 28-S AAlsto A2 golHE S, old Hlol8 1719 Source Addresse
A AEF

1. MNo] Hjo]g]
MNo] Foreign agent(router)&
st fo]E7} Home AgentZ X&EWH, Home Agent’t MNO|
o]5 HFe Foreign agent= MNO=Z 7 Ho]HE

Home Address?t =},

2. MNo] glo|H & &= ¢

: Home AddressS Destination Addressz

Foreign agent?} 0]2] AZA&]E Tunneld E3) ¥2 glo|g & ALz}

EX g

o
H..
al

oo

1o

1o
o
L

1513
=

rr

L MNZ} lolElg A1
- 54 -
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- TCP Layer (Transmission Control Protocol)

T AR 9 byte HEI(AEY) BE A
* TCP Segment Header Frame
20 1o 60 bytes I
< Header J Data
a. Segment
I 16 11
Source port address Destination port address
16 bits 16 bits
Sequence number
32 bits
Acknowledgment number
2 bits
e U|A|P|R|S|F !
HLEN rlcisislvli Wu:ll?j'\.-.l size
4 bits GIKIH|TININ s
Checksum Urgent pointer
16 bits 16 bits
{ Options and padding {
-- Source port : FAIFOA ARGt ZRAA JE AR
-- Destination port : £AIS0A] AFRE T2 A AW AAF
-- Sequence number @ HUY= = seq(dHHF)
-- Acknowledgment number : B2 go]E|o] T]sF ACK LAt 522)

HLEN(Header LENgth) : 3i%d Header?] Zo] A& X%+
Reserved : 0]z} 7} 7|55 ¢loll EAE2 oy BE

** Flags

-- URG(Urgent) : Urgent pointer?] Zfo] §&3sF ZIRIX|S HA

-- ACK : Acknowledgement number?] o] S&st ZHIX|S AX

-- PSH(Push) : Hlojg|E ¢l Al3o=z BAWZ buffer’t @ F2oe 9 AS5o=z MLTA ofBE MY [12 HAHHH

OBk vtz 3]

-- RST(Reset connection) : H]AAA 0 2 Connectiong releasestth= flag
-- SYN(Synchronization) : &7] Connectiong constructdtth= flag
-- FIN(Finish connection) : A& 0 2 Connectiong releasesditt= flag

dR= NS, CWR, ECE Al 7l FLAGZ} ©f x]%d=]of 9lct.23)

Window size :
Checksum : Header & Payload?] @& 7% &% fo|g
Urgent pointer : URG flagZ7t AAE 73, 1
*xx Segment

© TCP Layero|A] tloJg] &9 G4 XA

22) SEQ&ACK numbero] thdfjA+= page 37, 539] 1S FAs5HH
23) [https://ko.wikipedia.org/wiki/&A4_Ajo]_T 2 EZ]| AR

Sliding window algorithmo]|A] 541 window?] 3.7]

AF AR ¢R] Hue AR

tto] [= Frame(Layer2), Packet(Layer3)]

o|8l5}7] 4ct. [Flow Control]

e o



* TCP Connection Establishment

SENDER RECEIVER

RISN=521 (1)

RISN = 2000

"/‘“ 1
(M)

e

RISN - Random initial sequence number
SYN flag consumes 1 sequence number
ACK flag consumes 0 sequence number
Databyte consumes 1 sequence number

Data Transfer

TCP Connection Establishmento]lA]= Three-way Handshake 7]¥-2 AFg3l=d], o]719] SAF 2] page 510 7] oY
o} o] Qo= MSSE Maximum Segment SizeQ] QFo]jz x| HZAA &A1 I IHEO Ao 37|S 9|ttt MSS+=
Sender?t Receiver®] Capacity & A& 7ro=z 4A3ith Connection release® 7% E35F page 510 7|&Eol9itt. TCP
Connection Structureo] st AH = page 495 %1l [State Diagram]

* TCP Flow Control with Buffer

Sender Receiver
4 KB

Empty Buffer

BN |

FULL

Application Reads
Two Bytes

v

page 539 7]=%0]%l= Flow Control 2] o] Z139] ofsfio] gojg Zlojct.

Sender Application is
1

Bloclked
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* Difference of TCP & UDP24)

Z2EE EF TcP uDP

oz Y EECRE EEEEIE
ETEEE TR ELEEEED
B HE 2N HE | & 2M7H HHE £ 918
44 o2 gl | 44l o gol | 441 ofg stoistx| o2
St 4 = | 1:1 or 1:N or N:N E4I
e =t | st

a5 LeE | wrzc

* Determine of Window Size
: TCP Connectiono|A] window size:= $£A1E window?t 2%window250] o]af ZAX STt

> AZA A&ste Window Size = min(rwnd, cwnd) [rund = receiver window)
star Last Byte Sent — Last Byte ACKed < min(ruwnd, cwnd)2 wtzsjo} sty
cund
RTT

oltf, Sendere] Mazo T.Rate < 26)o|c}. [SenderrS 12i5}17] TiEo] cwnd]

* TCP Error Control
7]12A 0 2 TimeOut-Retransmission 7|¥H& Ap&stc}.

Py

o™

L Seq 501~600
ACK: x ==

——  Seq 601~700 -
KTO ACK: 701 p=—

b}-+— Sea: 701~800

& Ack: x  ™p—3L =ug
oK

=]

ol

o

| Seq: 801~900 |
wm—*— i

TR =Ml o=
Seq: 701~800

Y Y
ARz Azt

3o ohel 2] Ao, B3] 701-800 dlojelsh BAIE|gITh ACK:S01[8007HA] Wrou) 8018 Fateh

3}7\] %2 JEolA Sender= 801—900% A &5h1, 0]712 "Ee Receiver: SeqE H1 701-8000] A ML R 9

5 vt2 ACK:701[701S BEU2t= AlS ]S A &3ttt o] AlSE 9He Sender:= £A| 701-8002 Retransmissiondt
i%% 701-8002 A&sie WRE Abd RTOZ7E AU, Jmf 701-800& AfA1&2hct.

" ru&jljz

F\[‘

i

4) UDP(User Datagram Protocol) : Datagram@tAl-& AL8-517] mf2of Alg|ido] Wi, &£&=7F whs.
) cwnd(congestion window) : Congestiono] ¥A5HA] e 2 Y EY oA ZAASH= window size
26) RTT(Round Trip Time) : Data unit9] &2 A7t
) RTO(Retransmission TimeOut) : ACK7} S0} QA] oW A &3517]|71K] ch7] A7t
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* RTO’s Formula

RTT(Round Trip Time) : Hjo]8 §%9] &= A7t

SRTT(Smoothed RTT) : RTTE9] 715 BwtA] [&]2 HlolE 7HEA| ]
RTTVAR(RTT variation) : RTTE9] 715 £Ab

RTO(Retransmission TimeOut) : ACKS A] Z3tH RYHL7HA]2] th7]AIZE

c}7]o]4 RTTS ¥4 X2 Azshd, SRTTE E(X), RTTVARS V(X)2hil Ajztstd o|sfstz] ®atch. 1ajup MMz SRTTU}
RTTVARS 7}5#l0]7] wj&o] E(X)2t V(X)ehe thact Saoz R70, = 1(sec)olth. (R1& RTOL A dlojgj7} g7
o} 2)

SRTT,=(1—a)SRTT,_,+aRTT,

RTTVAR,=(1—B)RTTVAR,_,+ BIRTT,— SRTT,)

RTO, = SRTT, +ARTTVAR,

-> o]7]o| A AMRE|L @, B WRog 717} 0.125, 0.258 ARg3tct
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% Random RTTE &3l ¥ RTT, SRTT, RTTVAR, RTO Graph

RTT, SRTT, RTTVAR, RTO

Value (sec)

n Times Calculate

random;
matplotlib.pyplot plt; _ >
RTTs = [1]; SRTTs = [1]; pythonof|A] Ar=A]7|H A
RTOs = [1]; RTTVARs = [0]; e e
SRTT ; RTO = 1; RTTVAR = 0; & Dk ago Ege
SRTT calc(rtt, alpha): gholst 4~ it
SRTT;

SRTT = (1l-alpha) * SRTT + alpha * rtt;
SRTTs.append((1-alpha) * SRTT + alpha * rtt);
SRTT;

RTTVAR calc(rtt, srtt, beta):
RTTVAR;
RTTVAR = (1-beta) * RTTVAR + beta * (rtt-srtt);
RTTVARs .append(RTTVAR);
RTTVAR;

RTO calc(srtt, rttvar):
RTO;
RTO = srtt + * pttvar;
RTO < 1:
RTO =

RTOs.append(RTO);
RTO;

i ):

RandomRTT = random.randint( ) /
RTTs.append(RandomRTT);

srtt = SRTT calc(RandomRTT

RTO calc(srtt, RTTVAR calc(RandomRTT, srtt

(RTTs);
(SRTTs);
(RTTVARS);
(RTOs);

X range = ( );
.plot(x range, RTTs
.plot(x range, SRTTs
.plot(x range, RTTVARs
.plot(x range, RTOs
title(

.xlabel(
.ylabel(
.legend();
.show();
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* Congestion Control on TCP Layer
** Congestion Area(&7% J9)

Delay Throughput

A A

No congestion area| Congestion area No-congestion Congestion area
area

>
Capacity Load Capacity Load

{ E4 Capacity® 7102 1 0|4 Halrt Solo AAANE J|stFaror Eostn, Melge 375 WoHr)

** Slow Start Algorithm
Sender Receiver

cwnd Y

Time

Time
D7) cwnd] g ARSI cwndZt BA0] ERE WA cwnd 20jH SUAARD A S5 FPAARE
cwnd”t ssthrsho] =23H Congestion avoidance?|C2 A3, TimeOuto] ¥AYSHH THA] cwndE ZF7|3o=zZ U

Slow Start7]H2 AlA] (o], ssthrsho] ZFe AAA)
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** Congestion Avoidance Algorithm

Sender Receiver

—{ Segmentd |-amp—

E 1 Segment5 |-
~{ Segmentt e
- L

Y

Time

Y

Time
© Slow StartZ7|Hat 2] cwndE 14 Z7HA7IH FAAs] AE5452E FEA7]= 71Holtt. oA cwndE 14 F7HAIZ|ITH7t
TimeOuto] ¥AISEAL 3¥9] ACKZ} H£ELAIE= 742 Congestiono] st Z1oz wWosith TimeOuto] ¥WA¥SHH Slow

** Congestion Control State Diagram

Connection  eynd <= 1 MSS
establishment
Connection
termination
ssthresh = 1/2 window ssthresh = 1/2 window
cwnd = 1 MSS : Congestion cwnd = ssthresh
Time-out s voidance 3 ACKs
Congestion :
Close Congestion
Connection
termination

_61_



** Congestion Control Example Plot

SA2AET201 AE 16012 AIOHE Cist
ACKE ==4I5I2 cwndS 1MSS 232 S0t

SS: Slow Start

26
24 Al: Additive Increase
22 MD: Multiplicative Decrease

Tlme-out
N ermsseaisssmaa s yiaaa gy

Threshold = 16 :

i
: 3-ACKs
TP - . o

Threshold = 10

1 1 1
8 9 10 11 12 13 14 15 16
RTTs

o] ofAlo] ths {tes] AdstH, init threshold=16, A&ol= Slow Start7|H-& AREsto] cwndE& F7FAIZITh o] cwndZt
thresholdo]] =Z3}H Congestion Avoidance?|# o2 A3F cwndS 1A Z7HA|ZIth. J2{tt Timeouto] ¥A85IH ThresholdS
Timeout® Y A]AQ] cwndQ] vro g2 RjAA5tT, Slow Start7|¥H-E ThA] AAJStH E cwnd”?t thresholdo] =E5HH Congestion
AvoidanceZ|¥H o2 A3zsta, 3-ACKs7t 2HAEGIHH thresholdS 3-ACKs¥H8 AX]AQ] cwndQ dtoz xXJAA35til Congestion
AvoidanceE AA|5t=d], ol A& cwnd:s A E thresholdZtoltt. ¢Jof] #0§%Xl MDE thresholdZtg AHAASH= 71 QU]
sttt (2204 Additive Increase= Congestion Avoidance?|®H-2 2]u]sit})

** Fast Retransmit & Recovery (FR)
D] oflAollA W FA 2 B7]H 72 AA|E Fast Retransmit&RecoveryZt M85 Zloltt. o]7io] M L&A oo 3-ACKs7t
WAt = TFA] XS Slow StartZ|H o2 ‘doj7t=t, o]ZA =W AJZto] JHlE]7] o] o]zigt 7| AEAI71 Zol}.

18
| ﬂmemltsuclutu |
16
lru:rerrlerito Uneare
14 =
s 3 ACK duplicati
=
é Threshold ~—TCP Tahoe
g -
§| —de=TCP REno
6
© “Incremento Lineare
Threshnld
3 e
SlowStart
a tempo {in RTT)
1 2 3 4 5 & 7 & 9 10 11 17 13 14 15 16 17 18 19 20 21 22 23 24 315
-> TCP Tahoex FR U]|A & TCP Renox= FR A&
! ; J ! : Congestion window size —w—
) .
as |- congestion avoidance phase -— —— g
30} o fast retransmission i
g
w 25 4
% congestion avoidance phase . 2
congestion avoidance phase
= 20
% 15 .
8
10 i
5 v
o 1 1 1

=> 9] oA|7} ¢HH5] o]sflE]H TCP Congestion Controlo] oj=A & o|sfE 7
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- UDP(User Datagram Protocol)

* UDP9] 574

1 vy, wAgyg A4 DRED

2. Receiver?} Hlo]E & A= WH=A] &RI5tA] &1l Sender’} @gFoz 3
3. 29 A7} Aeke]7] ThRo] TCPo] sl Floje A& wst warh

4. HEPRCHE A4ol R AAT AEEYo] £ o &Itk (Youtube 5)

* Difference of TCP & UDP

TCP UDP

Sender Receiver Sender Receiver

——— REQUEST
o g REQUEST.
RESPOMNSE
SN ACK — i 2
op RESPOMSE - ’
RESPOMESE - *
* UDP Header
0 15 16 31
Source Port Number Destination Port Number T
(2 bytes) (2 bytes)
UDP
Header
(8 bytes)
Length Checksum
(2 bytes) (2 bytes)

Payload Data (If Any)
(variable length)

-- Source Port Number : A&E0A AFRSH Z2A|A0] REHS JE A&
-- Destination Port Number : $£A1& I

-- Length : Header + Payload?] Zo] AX XA (minimu
-- Checksum : & ZA&EE st HE AA

8byte)

B
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- Socket Programming
: Network Socketo]gt Host Computer®} Internet Alo]2 HZAG|xz= AZBOF 7+ v 7lo|t}. Socket Programmingo|gt o]g]
g AN(AZR)E et 2 Qdojg FRsh= Aol

o,

== ]

i
[2] connect() ‘ connection request

rver socket] ‘
\i‘ ) accept() ‘

E‘ _send(} / recv() F_ el _LS;{ _sen_d(} / recv() ‘

l

dose0 |

recipesddeytistony.cony

public class SocketExample {

public static void main(String[] args){

ClientSocket cs = new ClientSocket():
ServerSocket ss = new ServerSocket():

ss.socket("172.42.58.1", 0);
ss.bind(80):

ss.listen():
cs.socket("192.168.50.15", 0);
cs.connect(ss.getAF_INET()):
ss.accept();

cs.send("Hello Server");
ss.receive():

ss.send();

cs.receive():

ss.close();

cs.close():

}
-> Java® 733l simple Socket Programming [RHE 221} AlsRAutar & H]28)
&7 4 Zaet d2E At A Z92E 23T At2e of

https://github.com/UnprettyCoder/SimpleSocketProgramming

28) AlM|2 Socket Programming2 o]zl x7%tst I EZ O]
2 AEsteX] gAls] Z1eE ot ¢ ZE+ AFo] of



<Console window>

SERVER socket() function operate
Server's 1P : 172.42.58.1

SERVER bing() function operate
Server's AF_INET : 172.42.58.1 : 80

CLIENT socket() function operate
Client's IP : 192.168.50.15
Socket protocol : SOCKET_STREAM

CLIENT connect() function operate
Connect SERVER AF_INET : 172.42.58.1 : 80
Protocol type : SOCKET_STREAM

SERVER accept() function operate
Connected Client's IP : 192.168.50.15

SERVER receive() function operate

Accepting Message : Hello Server

SERVER send() function operate
ACK to 192.168.50.15

CLIENT receive() function operate
Transmission operated normally
Connection is not released.[TCP]

SERVER close() function operate
Connection released.(Close)

CLIENT close() function operate
Connection released.(Close)
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- Network Security (U EY3 HOL)
* Network Security?] 3tf @4

1. 712 (Confidentiality)

Hus} vlelstaolr] waE es wEsle A

(7171 r2otel Bomailg B0l FAEC > /124 9]

2. 2724 (Integrity)

AEo} 5200 9/9E HR) Qs washe
[B1717F 2 E-mail®] W-&2 Sl vhyA A

3. 7184 (Availability)

7} ALEAE ABE A2 o8 4 JES ot A
[B1717F 57 AtolEofl AT 4ol mizlS A&5to] Ato]EE UhH|AIZIT}.(DDos)
> 7184 OEHAIETL AR J)5etR] Ratnz))

* Cryptography (¥ =3})
YRS QIVIRL 9 Aol B 4 QEE dSAI|= A

Key k. Key kyq
Encryption _| Decryption
gem [0 Jessc [P0 |gem

(m: B2 c: T=2E E-EZTLIAEF

ke: 27|, kq: F=7] )
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== CHED| 2 2hal =3 B ghA
o AL BC 5008 & 19764
3 CHE ZI (B2 HICHE Z(Z 31, AHE3])
18 Ao 2H 259 J|=_=37 2= 3|25 =3
SsehlIE=38H HIZ /B2 =M/
U ZLIEE =M =M
F18 == n"(n-1)2 2 n
2T Moo i S(1000 2S5l NS BF EER
:DES/RSA) S fas FIAG &0
272180 O & o8 s NE
=& I EW L 23S HAHE MHode g
JiIg&o 23
HEZe i DES, AES, IDEA DH, RSA, ECC

Aot YA

Flo

A 4%, BdR gAle s 27HA =

PR 4 ok oh WA uY A e e 54 1A

* CHA| st

B Ao ot dojo] EALE e FAFR tiAcHE ¥sst 7Y
xxx X)X 53} Ceasar’s Cipher) [O]A] &35.3}H

Plain:

abcdefghijklmnopgrstuvwzxyz
Cipher:

DEFGHIJKLMNOPQRSTUVWXYZABTC

D AR 4SO A= ©@<=5] plain charg Key

= UhE SIte =2 WojA A2 ojg29A7ict J2j1 Y29 charsg ¥5&9| char
2 "HtojA A&t Soet B E Keyd % Aoz WolA wPAl 52&9 chargs oW Hoh ZH2 Desithe A
ola, 2 Tt vF A sli= Jhssithe Aol

String message = "Hello Ceaser":

CeaserCipher cc = new CeaserCipher();

String EncryptedString = cc.encryption(3, message);
String DecryptedString = cc.decryption(3, EncryptedString);
EncryptedString : “Khoor#Fhdvhu”

DecryptedString : “Hello Ceaser”

> AlA goets olget d=et Host Algold (Key = 3)

wox 719 ot5 8} [ChA] U8l

29) Mapping : ojdo]&t, 1:1 202 keyvalues: &&= 7

o

ojujgtet. [of]) Python®] Dict7-%]



ABCDEFGHIJKLMNDPQIRFST_UVW!KYZ;

ACTIUYBDEFGHJKLMNED?P:QER}SUWK;-

&
T The rest of the alphabet, leaving out letters already used

© 9] oAl I =TT TACTIVY ')l foltt. 7|9 & dashe AlA gastol] vl sf5o] 232 of@tte Z7do] 9l
o710l = ojHs] 17]9] plain chare 17]9] cipher charo] tj-&€th= F o] Qlot. (&, 9] oloA D &4 Iojo.

String newMessage = "helloceaser";

_g
—
]
i)
s

KeywordCipher kc = new KeywordCipher():
kc.makeMap("network"):

String KCES = kc.encryption(newMessage):
String KCDS = kc.decryption(KCES);

EncryptedString : “aoffitonpom”

DecryptedString : “helloceaser”

-> 719E d353tE o] 83 dsst 555t Alge o] (Key = "network”)

sxx B2 B2} WS} ol 53} [ChA] AEa}
D 719e st e Forld 1:1 oo BAS siAst] st werE wwlolch ¥ i 27) o]Ae] Exl M mE ALR
n#HA 2at2 watst of mod, (12)30 = 0, 1, 2, 3, .Y wjulc} ok wigtEo] g o]gatc}

+ Of: 2 ?XI B K| Q| 2AEE LHEA ALE

ABCDEFGHI JKLMNOPQRSTUVWXY Z
el de fghijklIlmnopgrstuvwxyzabec

£

(a) &= SxI0H U= Xt

a2 ABCDEFGHI JKLMNOPQRBRSTUVWXY Z
els2 s eoulabedfghijkmnpgrtvwxyz

() B4 IO U= EXH

98 17-6 5 JHel BX waE

1234567 8 910111213141561617

NETWORK TECHNOLOGY
glwwrpn rhukijrhrbb

JEA7-7 5712 Xt HEEE olEF Uss| ol
String thdMessage = "hellodoublemap"

DoubleMapCipher dmc = new DoubleMapCipher():
dmc.makeFirstMap('network"):
dmc.makeSecondMap(3):

String DMCES = dmc.encryption(thdMessage);
String DMCDS = dmc.decryption(DMCES):

EncryptedString : “ahfoigixeoopns”

DecryptedString : “hellodoublemap”

-> DoubleMap ¢ &3s}E 0]&35t A535} BE53} A& o)A (Key=3, Keyword="network”)

30) mod,,(n) : Modulo ¥AtC 2 ng& moz &= UHA|S ou]sict.
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* % %’_]i] 0]'_3_5;?,}
L ololA B ojA gesle Dol BAIE OE BA2 st i, RO U £4S MekAA Rase

**x Column Cipher (B3 ¢353}H

AR 22 AR 29 Aot AetA] matrix FEIR UEst, T matrixE E AR 78%3}%
o
=

s[4 column®| ZolE fixAl7] L row-yeFoz A4S YAt 137 ghsoixl yF
of: AP ] ZHol7} 7 AF

- f&A: HEAVEN HELPS THOSE WHO HELP THEMSELVES
- 9}% 51! hesle elepl apwtv vshhe etoes nhhm hoes

[
H
H

—

H H
0
E
M| S

L
L

¥ 74 rEo] Al S E2E matrixe] FHE "2 XYE Ao|iolrt.

= — LA

T
b~
A

j
E
T
0
F
S
L

I—

String frtMessage = "heaven helps those who help themselves";
ColumnCipher coc = new ColumnCipher(7):

String COCES = coc.encryption(frtMessage);

String COCDS = coc.decryption(COCES);

EncryptedString : “hhhotveeo healshesvpeemzes lszn wpez th 1z”

DecryptedString : “heaven helps those who help themselves”

-> Column CipherZ o] 83%F &4353t 353 Al&2fo]d (Key=7)

**x* Keyword & Column Cipher

¢ Column Cipheri= H|2A slHo] ©&str] Tigo) o]AdE 25 o SAsH ¢
oA THE matrixo|A] @5l E AR AESHA] oFu Keyword‘é A7dsto]
AR dzstoAe] 7] dsgto|nt

« 0f]: NETWORK

] 2

(a) HEM HEAVEN HELPS THOSE WHO HELP THEMSELVES
szeie N E T W O R K
4 3 1 6 7 4 &5 2
H E A V E N H
EIEES N E L P S T HO
S E W H O H E
L P T H E M &
E L Vi E 5 @ Z
c) =2 elepl hoesz hesle etoes nhhmz apwtv vshhe
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String fthMessage = "heaven helps those who help themselves";
ColumnKeywordCipher ckc = new ColumnKeywordCipher():
cke.setKeywordAndColumnLength('network”, 7);

String CKCES = ckc.encryption(fthMessage);

String CKCDS = ckc.decryption(CKCES):

EncryptedString : “eeo he th lzhhhotves lszn wpezalshesvpeemz”

DecryptedString : “heaven helps those who help themselves”

-> Keyword&Column CipherZ o| 835t 2t53} 253t A|88fo]A (Keyword="network”, Key=7)

% Details of Simple Cipher Algorithm Implementation in Java -
https://github.com/UnprettyCoder/Cipher-Algorithm

* DES Algorithm [Data Encryption Standard]
© DES 2¥12]52 2001'9(AESE TIR|=7] "R w2 BEQHE APRSd 453t 7|¥o|nt. o] g5st 7|2 37|
5lH, &57]9] 37| 56bitsdl) o]},

i

g

Input

v

[ Initial Permutation ]

Py
v - v

|  Lefi32bits | | Right 32 bits |
' K1
[ Left32bits | [ Right32 bits |
-4,
K 16

| Left32bits | |  Right 32 bits |

v

[ Inverse Initial Perm ]

v
Output

Q] 7&o] DES algorithm®] 7|2 =zXojt}t +2 T7|" ZoJA= F 32bitsE529] XORHAIo] AJsi=ltt. 64bitsQ] Plain TextE
DES9]] Y oW, Initial permutation32)0 2 G|o]E S AjujAstct. E o]Z& Yo 2 1}-of Leftl, RightlS L&, Rightl g Keylo
2 A53Ist & Leftldt XORAAR)E Alsisict. 1712 Right22 @11, Left20]= Rightl2 0= d=c}. o]=27| Key2, 3, 4,

31) main &¢357]9] 3 7]+ b6bitso]al of7|A] 48bits 27]9] subKeys23 1671 A/d3tct.

32) Permutation @ dfl= &olke AUlE Z7HKIAIRE 7| 79t #AS 7HAAL HlolEE A= al
o]

ad
o
L
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., 169 tisiA A4S 3tE YrESITH Keyl67A] <38ME]WH 64bits Hjo|E| 2 tHA] $X]1l Initial permutation®] o2 TiA] XjujE
stt}. o]ZF A siiA] U 64bits T|o]E7} DES Cipher Texto]t}.

** DES Permutation F+&

Initial
Permutation

Final
Permutation

Jof]A] Ho]x Final Permutation& ]P_l(Inverse Initial permutation)¥t =3ttt Permutation?] &A= 7] AHo] glof
ofgltt. % DES ¢&soldi Mg 6dbits DataZ ol2jdt WACZ ejd Stck: Zolch off 1de o pxo] ofg
Permutation Table©o]|C}.

Initial Permutation Final Permutation

58 50 42 34 26 18 10 02 | 40 08 48 16 56 24 64 32
60 52 44 36 28 20 12 04 | 39 07 47 15 55 23 63 31
62 54 46 38 30 22 14 06 | 38 06 46 14 54 22 62 30
64 56 48 40 32 24 16 08 37 05 45 13 53 21 61 29
57 49 41 33 25 17 09 01 36 04 44 12 52 20 60 28
59 51 43 35271911 03 3503 43 11 51 19 59 27
61 53 45 37 29 21 13 05 34 02 42 10 50 I8 58 26
63 55 47 39 31 23 1507 | 33 01 41 09 49 17 57 25

4% true returndt= HAb

33) XOR ¥4F : & & SHUYE true, shuts false®l
[ EARlog 0 ¢ false, 1 : true ]

ex) XOR(0011, 0101) = 0110
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* 3-DES Algorithm
;@ 2 DES ¢sshE 3o vrEste ¢4sst |Holth dsskE 3¥ yhEstchy §h7|Ech AN 2% Plain TextE DES-1
o535} -> DES-2 2353} -> DES-3 t53}5l4 Cipher TextE ttSojWich UlEo|A AJsiE]= DES Algorithm& =dsich, 7+
DES goli AMg s KeyL QMo mo BE EYMALL, Kl - K3UAE r). Fois] 05 SuX0l 7|2 A8 &40

7bg metol Fojuth. K1 = K2 = K3 §412 A7k} u]22jsh vlalt 3y9jo]7] mho] AHgEIx| elch ofe 1Y e 3-DESY 2
Ao] Alztabel Folct,

! i

[}

! Encryption i

[}

I 1
——>{ DES = DEST | DES

: 2 7'y I

I Bttt T """""""""" v

Plaintext Cyphertext
- K K Ks

i-- L A - Y —--—------ll' ------ !

1

| DES |« DES |« DES™ e

: :

| Decryption i

* RSA Algorithm [RSA= o] &sst 7|5 S Al B9 o|FoA o2 71 @ QulX]
: RSAL- DES, AESQ} Ze] v|tjAl7]2 o] 8sl= o153} 7|Holth. 27]7]2 o]85}o] ¢l

realot 1218 uYr1E ol8sle B&
get wAolch thy7leh el Qste] 717k BhslolE HIWIE A Lohlxl B AN FuelF(AALES 51 AE
o afof, wlwa g clo|elg Mestr] Solsitt of2f 1YL RSA @sate] 712H dAjolct.

Public
X

r p) r 0
| Message | Encryption | Decryption |
HELLO o R >(5,14)  [keysf-ooooe > (al,lil)
|
I pmmmmmmm ===t e xR R O R I I A I = o o
‘

Y v v
5

2| ® mod(14)=[4 -1 4] & moa(1a]) = Pig

Encrypted Message Decrypted Message
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«x RSAC] 7]2AQ] 2]

Encryption:
Plaintext M<n
C'iphertext C = M®(mod n)
Decryption:
Ciphertext C
Plaintext M = C%mod n)

Public Key = (e, n) | Private Key = (d, n)
=> (e, n)& A&t M& F@3stiZl CE (d, n)& AME&SHo] O] Moz S35 3}si
3071 2878, 7NQ17] Aol et ARAIRE Ate = ol Ato] Eof S HE o] Qltt.
-> https://www.crocus.co.kr/1203

* HAR 224 A5 7Y A2 of X

2

£l

L4927

D SRR Al s ARSSHA MAC% é“éﬁ} . AR MACS A&ttt AR o]7lg WAIX|eF MACC 2 Z2]stal, T
= A [e]
= [s] o

A RO BlA] &S Algsle] AR MACS AAsttt o] = 7je] MACS w]isto] wA|x|Q] oRs FHeletot
A B
L‘_\p L\\"
N 4!
M i3 MAC MAC
M @ BlAIR]
-» BAl B |- 2% H|2 > dlAl B

B*{ I l : ] :MCA :Hw:llé;l . _' -

......... - ' olx Ac
'

s

-
LT
¥

9'!:
+

wni
jany
3.’
N
ol

34) sjA] &4(hash function) : 7FHA Zolo] AR S 1AJH Zo]2 Fol=
siAl ¢u2jEe] o) MD2, MD4, MD5, SHA-1,
35) Compressed image : WA]X|oA A 21te 72 7] (A2 oy mhH-g 95])



*+ MAL A9 (Digital Signature)
D AR M2 RSA aHgg W2 elsts 2AS ol&etth MRS Adstel 221S WAIKY A ViR destsiA A
shi, AR 1218 2N7|R B st

702! 712 YS3T YSES HEsh=
874 7|28 vt2A =338 + UCL

N #E CIRIE M R
BIAK]  —— Eé"if — UsE |e— ’Eﬂg — DA
5
&7l 7| 4
2 | - el 7|

x OIAIX] FOf AT
SlolA Aget AR Ay Bldig7] dasts olgdtth J2y vtiyy] gsste 21 HiAAIS o &olshAl gt ol
tigt si2xoz giAlx|o] Fofgo] Y-S ot tAlXI AYE HFES Adote "HAA FoF MY 7170l A=A
ST %41 X
Ol Al X Oil Al XI
< e
] p— —— A
- || @ | "
2Bt A 2o Sl AE
— — ) biu
AN | @53 || Oxg oxg || S5 [ HAA
o Il N | =% |

Y -2 "AR] FoF Mol dish o st st ok off ARl HoF AT 7IHe ol&std HUiA7I= ek f

*+ 51 [Firewall]

*** Firewall with Router
: St subNet9] Default routerof]A] to]& ol mj7] =& subNet YHE 2 S0{Q2X] E5t=& XIHsty, EX ZTEES Tlotr:= HOL
I2EZ

ex) 574 1P7h H2otA RSt % AT, 54 LED H2oA]

a

eg AE 5

*x* Firewall with Proxy
D 7pge) ggme Mo R Y YYS vle) AlBolH HEES sH- Hol ZRED
Aol ATt st AAlstn, Befolw Alghsicl

M DEA M A&t
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- HTTP (Hyper Text Transfer Protocol)
9ol 9 meteRe ¥ U @A olgsl: mzegold. slEdoz 80W mE
HTTPS(HTTP Secure)2 Wo] tiAlE]= FAolct.

i
o
ofo
o

oh | Zolle BotY A=

* Web Service
. Client-Server Model2 0| 83}0] ALLA7} Avjo] A5t ABES A5ty vrolQ 1 oy,

*x* URL (Uniform Resource Locater)

Pm2eE Ave AE UY Au el B 22 mdse] Au gt YRS At g wepEch off 1Y URLY 7]
# pxolct,

port

http://www.domain.com:|234/path/to/resource

protocol host resource path

URL : protocol://ServerHostName:port/resourcePath (portti s = AW Default 3})

**+ Web Service FAF ¥2] (URL ¥ ~ Ay %)

E 1.=02ls YT
2HZMHA IP F4F SHZCF

Batox
3.IPZ=A-E 2e{&ELCt,
DNS A
41PZ=40| HMH{olM HOIX|S QE3H]
5.58l087} Q3 Holx|2 ’ﬂ—éﬁEEfI ﬁ'
I B2 MH{7} Has HEE sioio] AR

DNSAWsI0] [P 525 Aojshe abgold 22 o e 2 AR 7paA ojsist7lol: 9 1ol £8o] sick. 63 1}
oA WA REE we AR(html, php 51 ¥ Bek$A(Chrome, Explorer $)olA Rendering(e]u]x|ahsh AM&AtolA 1
oz},
A2e 7o wAysta] xIgh WA 28 BekeAdA o oo st E3o]
2olc},

iz

Jo}HH Z1e Rendering 7]%0] £&317] ©j

36) DNS Server : {Domain : [Paddress}i B2 uj®sto] 71X 9= AH|,
55 page©]l AAI5] A= ol
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* APM (Apache + PHP + MySQL)
Apache @ Web Serverg ¥oj&= =

BapeA Fo AEE HYFe A z2IYy <o
MySQL : oA FEE 7HHE & Q=S A5EE dolgyola

o APMO| 57} 9]

My

Request
s ——i Apache
32
Response

A3z)E A3z)E
4% a2t % 23
(PHP sAAI11)

Hal 1§z Tl Hel g9

Hlol&
G=p MysaL

E 9l Yot X (like Chrome)’t Apacheo] AEES QASH}. Apache’t TiX] PHPE &3l Ao Y= AHE[HTML
code37 ]% %ﬁ?l ZQo] wel MySQLol JEE Q76tH MySQLo] tolglyojAofx @7gute JHE AUA =& olF
LAY 2 9le 0|8 PHP7} CGI(Common Gateway Interface)o]”] mj=o|c}.

* HTTP Request Message & Response Message

HTTP Request Message HTTP Response Message
Q= ztol — Method / URL / 83 AHEN 2fOl s HTTP / 8% / 2Ct RC
General Header General Header
Request Header | | gjji|x| ®e Response Header | —»max| e
Entity Header |- Entity Header
CRLF >z CRLF > T
BOd}' —» =0 BDdy‘ —» =20
woobo

D HTTPOIAE 9 ZolglErt 04 nlAIAIE BUw 0|21 A2 AastiL, Auold S¢ tIAAS Wotetx] ZetolelEo]
A3t

37) HTML(Hyper Text Markup Language) @ 7P 7]2X5Q] < 2 a2jql Ao, FXQ

ot
o
Bl
rok



** Method code of Request Message [87]]

Method Description
GET Request to read a Web page
HEAD Request to read a Web page’s header
PUT Request to store a Web page
POST Append to a named resource (e.g., a Web page)
DELETE Remove the Web page
TRACE Echo the incoming request
CONNECT | Reserved for future use
OPTIONS | Query certain options

** Status code of Response Message [£F]

HTTP Status Codes

Level 200 (Success)
200: OK
201 : Created

203 : Non-Authoritative 403 :

Information
204 : No Content

Level 500

500 : Internal Server Error

Level 400
400 : Bad Request

401 : Unauthorized 503 : Service Unavailable

Forbidden 501 : Not Implemented

504 : Gateway Timeout
599 : Network timeout

502 : Bad Gateway

404 : Not Found
409 : Conflict

x* HTTP Q3&SY OJAIX] o]

Method

Path

Ve/rsigp of the protocol

[GET|/ [HTTP/1.1]
Host: developer.mozilla.org
Accept-Language: fr

Headers

Statui code

Version ofth%protocol ‘ Stgtus message

HTTP/1.1

Date: Sat, @9 Oct 2010 14:28:02 GMT

Server: Apache

Last-Modified: Tue, @1 Dec 2009 20:18:22 GMT
ETag: "51142bcl-7449-4790@75pZ891b"
Accept-Ranges: bytes

Content-Length: 29769

Content-Type: text/hitmi

\
\j

Headers
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--232 od-- [index.html]

<head>

<title> Title </title>

</head>

<body>

<h1> This is HTML Language </hl>
</body>

</html>

* HyperText [87] HIAE]
CEAY ARE HE A AZAHAEE HAE (hyperlink)

* HTML (Hyper Text Markup Language)
9l FME Aot O o888 E 2Ty Ao

* CGI (Common Gateway Interface)
L AH8APE 9 BAE BHOR OF 4 YRS EoEL 81
[HTML 71% Elagro2 s shje) Bagle A2 BolE oo

Cliant / Browser

!
| Rt Ry L L N T T T R T T T T T T T T T T |

A

o]Aof] HTMLE o]&st & mz 1gj9e xZojgte AgttH <form>, <input> 59| E|158 & Ao| 9J& Zio|t}. <input>
o APgAIREE YHUZS WE Jolw, <dorm>E ALGAIRRE YIS S <submit-alA AW FEshe Jolck oleld Gl
So] girfeise 120] 2Iglske e BrHsE Holr

* HTML5

: HTML version9] ¥Zo|t}t. 7]&9] HTML4 £9] versionof|A] < AU, AAZF AE
& 2 QoA AAEIG. 28 7]e & sttEs ida API7} ‘21%511, o] 9l H a
(A 1H1°ﬂ/\1 Jde 2A AREANA statictt g Ho|F Ag P AS A E AESHA] odn  BekeArt AA|
2 38 5 7 siEdH. [ &&= ] olelo= oA HV*J—} Hudg & geta £2 7I&s0] A=

ol oﬂ

lo

* HTTP 219] Q2 Protocols
FTP : File Transfer Protocol [€Z0] ID, Password’l Z Q]
TFTP : Trivial(Xd.Qto] £ Q35}X] &) FTP [ID, Password”’} = Q3}X] 9ttt ]
SMTP : Simple Mail Transfer Protocol [Email &3A10] AFSEE T2 EZ
Telnet : YZAA] &0 AFRE = Z2EF

-> window®] "¢ BA3E AZ"0] o &EE Ho| vl2 TELNETo|c}.

38) 28 21912 HolEHo] AR o A-FEojoF ot
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<IDOCTYPE html>
<html lang="ko">
<head>
<meta charset="UTF-8" />
<title>Hello : CoForward</title>
<script src="jsFiles/jsExample.js"></script>
<link rel="CSS" href="cssFiles/cssExample.css" />
</head>
<body>
<p>Printing "Hello Program" Code in Python & Java</p>
<!--This is used to input Programming code-->
<pre id="Code">
In Python,
print("Hello Python")

In Java,
public class Main{
public static void main(String[] args){
System.out.print("Hello Java"):

}

</pre>

<table border="1"> <caption>This is A's Routing Table</caption>
<th colspan="2">A's Routing Table</th>
<tr><td>A</td><td>-</td></tr>
<tr><td>B</td><td>A</td></tr>
<tr><td>C</td><td>A</td></tr>
<tr><td>D</td><td>C</td></tr>
<tr><td>E</td><td>B</td></tr>
<tr><td>F</td><td>E</td></tr>
</table>
<br>
<a href="hrefFile.html">click to Move Page</a>
<img src="subNetwork.png" />
<hr>
</body>
</html>

-> javascript, css& AL3F htmlitYd of|A] (index.html)
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Hello : CoForward

@ (@ localhoste

Printing "Helle Program” Code in Python & Java

In Pythaon,
print{"Hello Python")

In Java,
public class Maind
public static void main(Strinal] args)q
Systen.out.print(“Hello Java");

This is A's Routing
Table

|A's Routing Table|

I

Bl
Mm@ ][] =

L=}

| 2raemysas |

N 192.168:23.47 |

Pe3 B2
152.16043.114 [ 102,160,235
L [ _q‘

wsazng (R

| 19215828120

Wi
=
1921682133 |
|
3
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- Wireless Network

* DX LAN

L9 wel U] AR ZRldel A glol MEYD A4 JhsshAl @ LAN 71
(712" o8 Fopps Tgto g FAl)

* BAND PLAN (1Hz ~ 100GHz)

' ™,
FCC's Proposed 600 MHz Band
Guard Band Guard Band
higgiy |I:u:l.|l.-f_-' l high I:-:w'.er l
| ™v
TV Channels ; 600 MHz | 37 okl 600 MHz | 700 MHz
e L ]
\- W - pOwern O - PO y
;24 LAN 7148 X428 7]3ho2 $AIHta giit] ALOHA Protocoldld A7ME%% e Fuiag AMgsio SAld A&
SHAE|H Collision(F-=)0] Tt} FAlE AU & 271 gl 227] gj2o) u]=9 FCC(E4TA)olA= BAND PLANZ 41
5%ttt Band Plan2 Bandwidth(Fofa tfH)Z oj@7| ARSI ZQIA| o] tjgt A=o|nt. ¢ Id2 T4 5] 4R 22 U3
stol 7h4 e Zolchs9) ol2lgt Fubg tee FRAH UY FALS W AGAIA WeFe Aolch Mg S Fe Fups o
oo e PAFgOR otk JojU RE A o R AYSEY A, s, 98|40 wHo] HuA Hct. oA

m|o

4lRlsl7] 9lal FCCE ISM Band® MAsto] Rae AL8E & YRS stgirt

** [SM Band
. Industrial, Scientific, Medical®] 4=ZAtS TA] ISM Bando]tt. oo Hol= 37§9] HAo] FCCoA X|ASH ISM radio
Bandolth. 4, Zfel, o240 WHE ¢J5) PR ALY 4 UES AAEES Felolc,

Short Wave Radio FM Broadcast
AM Broadcast Television Infrared wireless LAN
Cellular (840MHz)

Pusdio NPCS (1.9GHz)

[ 1

Extremely | Very
Low Low

Visible| Ultra-

Low | Medium |High very Light | violet

High| Hi Infrared

X-Rays

2.4 - 2.4835 GHz
83.5 MHz
(IEEE 802.11)

39) Y& : United_States_Frequency_Allocations_Chart_2016_-_The_Radio_Spectrum.pdf
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* [EEE 802
0 1980.20] A" LAN/MANO] st &2 #sh= [EEE 4

qz
T

* [EEE 802.11
: Wireless Local Area Networko] tjjsli IEEE7} XA 3st= =9 Protocol

* [EEE 802.11«

b 0] PEEH Hit

202112 58 Mbps  300m 5 GHz i ne T 0| HEF 3E oS
20211b 11 Mbps  450m 2, 4GHz FIE Ok AFRE D U T £EIp L

_ 2 4GHz 77| S 2 =F 2Hd0| 9
202119 5 Mbps  450m 2, 4GHz 802.11b2 28 s HISETH !

= =02
=2 T A0

24GH? 2| EE2FE] 2HH0] 8

[ £ % 2lon, Hils g8
93 SMTLE M| FRE,

2AEHzS C+E 2|

7
202 11n 300 Mbps  450m EGHz oIS B8t AlS

CRE = 2i0|Dho| SER

EAsich. ol AgsHE Auk tjelo] oh2rlw, ol
A AE4E So| Dapach,

© 9Jof] ol ZA3 IEEE 802.11 FoJM% a, b, - 5 thFgt {120]
HRO] YAOo] thar| e shrh. Jof wel ARgA2], HlojH 9 al

74 2% g Faks o] CERGERNR A58

[EEE 802.11a 5GHz OFDM 6 ~ 54 Mbps
IEEE 802.11b 2.4GHz FHSS, DSSS 5.5 ~ 11 Mbps
IEEE 802.11g 2.4GHz OFDM Max 54 Mbps
[EEE 802.11n 2.4GHz, 5GHz OFDM + MIMO Max 600 Mbps
[EEE 802.11ac 5GHz 256-QAM + MIMO Max 2.6 Gbps

* AP T Y& (Spread Spectrum)
¢ jammerof| A WAt jammingt o2 BE M-S FA4gtshr] 5l HlolHE AE&E o Narrow Bandwavez A&5HA] ¢fu
1718 Spreadsto] Spread Waveform© 2 X 4&-5h=

* %

1

St o)) MRS AFESIE ol f

SAHOIE}

<1231 HBY QAS H@
9] & IHoAM zHE gl Qe 7ol ALstiAL st Y2 HlojEoltt. o]AE HAIA By
Al De-spreadA]” Y+ HIo|HE d+&= £ Jd2 JammmgOI Qe Aot &5 A9

W

40) 0|5 t}27] = FHSS, DSSS, OFDM 5& 97
41) jamming : HJOH, g B2 oA

rr

o},
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5+ jammingo] LAt

5 74 X%k, Spreadg ArL5tH De-spreadAl# S mf o YR EE 3|55t HojHE we 4 9
ct. otgf 232 jammingo] SolgHE ©f SAFAAX dlolHE HZHAMAIZ|H jammingd] FFS W IS 2 £ Qo=
gt J”dojct

interfering signal desired signal

de-spread

desired signal interfering signal

p.d
/ frequency

frequency

low noise power in the de-spread spectrum

o L

1. FHSS (Frequency Hopping Spread Spectrum)

AelelE Frieg Sorsle S INOI. O Agst) oo dedsel dow o Fuel 2l ) dfesg Hea. 2
23 BaAt st clolelg cleiEe] Aol WA AN Zzte] cheiEo] Welx =t slolck. [theiEe] 2412 o2 e &

A AE

Frequency —

(|
Time —

Ex) 800MHz thle = Ho]H & A&stdi gith e s 2A7)7] 95 o= &9 FoasS A=t [790, 795, 800, 805,
810IMHzE =3It StAL o]AE9 AL & 7gstct. {0 : 800, 1 : 810, 2 : 795, 3 : 790, 4 : 80512 A& A3tk
1 &txt A4stux gl AlsE 5rim Basich BEE XS 2 2] AsE &A= 800 > 810 > 795 > 790 > 805 MHzE &
sl A&etet. vref 800MHz7t jammingof 9fs g EdHHL 7HISiEAL UA] 402 FE o] dE9] 80%c s4lol € A
olct. (Z¥sHAl il 800 MHz=z R Aeg BHoH ASE2 0%7F HAS )

A= AN

_83_



2. DSSS (Direct Sequence Spread Spectrum) < Fast & Non-Noise >

©&/AAE kel £ Chip-coded o]&sto] Algg &4HAI7]= 7IHolt ofele] 2¥& ¥ Chip-code”} "101101110007¢1
seld 4 9ick. Original Signalg o A-Z=of ojmsh AAFe USIA =g BT oY B¥H Alsg Hestuxt
Fuppet 3 FW FOAS ol MEICL [$A] AS] o7|fAE  Chip-code® 1lbitsE Al§Ito2

Chipping-Sequence} 110] €It}. 0|27 A4E A& 4 Chip-code® 7FA|1L Af¥lodstr] ¢ow ojo] gl do]|(Dummy)

7} ek 22192 jamming WAIWY ofet £W 2o Sj7ORRE HOPdE & WAYAloltt,

S

rr no

A

Original N
signal =
?0110111000”01lO'IIIOOOI‘lO‘IIO‘I‘I!OOO:
Spreading i i -~
code L |
| i i
| | :
Spread -1 B o
signal L 1 ' i
\
I

3. OFDM (Orthogonal Frequency Division Multiplexing)

: sfte] Main-Signalg of2] 7§9] Sub-Signal2 W0 F&st=t], 2129 sub-signals2 A9 A& AI717F 2ldid o o2
sub-signal®] Alz A|7]7} 091 Z1E2 gttt o]ZE A (OrthogonalstAl) A5t olf+ sub-signalg Atole] =743 [AISH]
913tolt,

[IEEE 802.11acl A= 5271] sub-signal@ AL&3iTt. (487 : o], 47 : Ho{7]%5)]

ME SN A AT
A dhdent ME bt AE ki
1 2 3 4 5

HE] M7

2} A daIel SHS OE M SaTo)
A& N7PFo oVt RIBICY

% MIMO (Multiple-Input & Multiple-Output)
s og] 719 EUE AMESte] A3&EE =0l 71
% 256-QAM(Quadrature Amplitude Modulation) : =& X} X HFA]
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70 LANO] 2z

Infra-structure Mode

Ad-Hoc Mod

 ESS

Wred Netwc:rk

[ s

"-"1 r: .'I-I

_____

“Infrastructure’
Network

-

!3

-
-

Ad-hoc Network

1. Infra-structure Mode [3}

AN

. Infra-structure mode+=

A APL 7]X]2 ZrS ZAESo|c}. ol

S

v

1=}
-
o =
- =

o] Networkoj|
| BSS, ESS7} ZAJE]

2 M

S Aoy
Huw =2

o} AP(Access Point)E& %35}o EAISIEE st=
o] 9J=d], BSSE Basic Service Seto.2 3L}9]

wAjolc}. of7]
APZ Alojs &

=2]& #glo]1, ESS: Extended Service SetQ & t}4:0] BSS7} o] 2L =2]& Agtolct,
2. Ad-Hoc Mode [oE= ®Al
* Ad-hoc modet= TL7|7} hE GUvleh RAHOR BAISRln & o APS A ¢ Peer-to-peer YA O2 AR FAG
Z gt 7otk WPAN[22E2 S]ojA DjE o] &5t WAlolrt (2282 0tOAZ Xgster APS X WLt g7] }E)
* Access Point YA] X7 2] ALEF
// o _\//’f_ ""“'\
== Y
|'( @)} f‘" i \\ __a )(;‘ / \\h \‘.
" 2 —‘ [ |_ - \
l'. .f'i"' - ‘__ |I III !| B ‘ s _._, !
\ 7 ’ CE]
//
9o Hol= Ax= s}9] APQ} T2 AP7} Mg olds] 91 e ImpAS Al8slo] EAld A9 = Apo] oiakgo] xS
3 ﬂ0ﬂ/K‘1 COHIS]OHO] HHKHOHZ} 01742 H]’/’{] 0}7] HOH ‘_7‘;@' AP= /\‘]i I:]»% _@ﬁ_]»_ﬁ:_% 1\]»%6]»0:] %/‘\_IEI‘EE ?_H';]» EE?_]’ Multipath
Fading @70l 9lgh Al=o] ®ieh ®ob n2fsforsty] mizo] 22 sixlste 212 #& 2°] ot
** Cellular System
Dolel JRolA 2 Aupe Fukrs ojuldith. oMY AR APSE CFE AuhE Abgetel BAlStL, Auka AjAHE Aeluct
Ae| Woll YA APSS 2 Fu4g ASSIE HES stof Qg Ad A AN WSteS st Al Aslolct,
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*+ MultiPath Fading [C}& A2 mo]d]

__Los(Em

B
=

Multipath
(A ZER| A E
HEARTH
. = 5o oJsll ¥rAl, =275t} AJgto] AAE|o] 717]= sict. o]
Al 29] Zpol7t ABZIAl "ot ol2ist 1] ¥4)2 Fadingol2til §hct

* [EEE 802.11 MAC subLayer [27|&]

o $JollA 7" IEEE 802.11, Band Plan, =Hib o WAl 52 @& Physical Layerof] @ Zlsolch o714 7lad A2
IEEE 802.119] X]d¥ MAC Layero] st 2 & Zolct},

* CSMA/CA [Carrier Sense Multiple Access with Collision Avoidance]

: OSI Reference Modeld F335tH Y99S MAC subLayeroA]l= Medium Access Control®] d&hg st} o|2{st d&o] WQ
gt olf+= diR=d UEHIL & UEYHIE AMESH] diEol2ta ok f4 LANoM = ©@E71712] 29 Az dF oA
Al Hlolel &2 stefal st Collisiono] IA¥gtct. CSMA protocols ARESHH tif9] ZAl= sHAEQAX|TH Hidden
Node problem, Exposed Node problem& s|AEA] ¢F=c}. o7 dZ25H7] Y8 RTS, CTSE 0]&35t= CSMA/CA 7|¥o] A
A=l g}

x* Exposed Node Problem [L=%E L& ZA]

‘ﬂ-- —--ﬁ
Re R N LN
/ 4 S A
4 U s \
/ / \ \
I I \ \I
©0—® ©1—0;
\ \ I I
k \\ Il II
\\ \\ Il I,
Node F Range Node G Range

¢l 2FoIA F= DoAl ol E A&ste Solot. oltf G EoAl Hlol8E A&stal AXA, F7h gojgg Adstal glenz
Ade stAl Rt 7okt 22y AA2 G7t EolAl HolEls Adstole 2AI7F /it o2t &84 A7 "=Ed k=
A" olet.

-> CSMA/CA Protocolo A= o] A= sZA] ok=rt

42) 277 page©] CSMA/CA, Hidden Node Problemo] tist JE &= 7]& & o Qlt.
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x* CSMA/CA =& 97

RTS-CTS-DATA-ACK

DIFS
Transmitter RTS Data
SIFS SIFS SIFS
Receiver CTS ACK
DIFS
- Contention
Other NAV(RTS) i Wiﬂ@
NAV(CTS)
Defer Access Backoff process
DIFs: Desiribuled IFS ACK Acknowledgemenl
RTS: Reques! To Send MAN Mebwork Allocalion Vechor
SIFS Shorl IFS DCF: Destnbuted Coordnation Funclion

CTS: Clear To Send

. 7¥eFs] A9std Transmitter’t RTSES Receivero ] A4sti, 20 thdt CTSE ¥hy, DataS A43stch dojg7 e XM
H Receiver’} ACKE A&5t1, 412 Opxlth. o] 714 Transmitter@t Receiver?] H&Fd Uo] 9l w59 NAV(H7] AHel)

X1t} Receiver?] ACK7} Tabstd 2 T E5o NAVAEjZF Zg]u, EA1S & 4

173 A17t9] Zfo])7F RA|U# Contention Window A7} E]=d], o] /}}Eﬂ% EAlo

t}. 07| A HE A= &A= SIFS > PIFS > DIFS $4jo|ct

m?,mkuﬂ
N

O,

xx* [FS [Inter Frame Space]

DIFS _ DIFS

medium busy - SIF54 _ next frame

"\ direct access if
medium is frea = DIFS
o] 182 ¢ 1Ho|A ACK7F ALE1l Contention Window AEI7} =& me] Al zgolct. DIFS(¥7 Al AlZho] Alutil
Ud SIFS7E EAlo 71 4HE &3St} SIFSE Short IFSQH], o]71& RTS, CTS, ACK, Fragment®l 94 fo]gH & ¢t

[FSo|t}t. 71 of8 AHL PIFSQYH|, o0]71& PCF(Point Coordinate Function) IFSo|t}. o] &AHS %}%@ 20l LEL
Access PointEo]t}. Access Point= PCF MACES HSG3}1 Qoja] o] 2AHE A= Zlo] 7t&sity. 1 20| DIFSZ, DCF

IFSo|t}. DCF: Distributed Coordinate Function© &, o]2{st Hshe Uub AF8Afo] Tlty] Z+e 7S] Ho=lch 9 139
ol oj¥THA ofefo] 1 BW F uich.

/ Control frame or next fragment may be sent here

- S|FS = / PCF frames may be sent here
= /DCF frames may be sent here
™ B . / Bad frame recovery done here
- DIFS -
- EIFS -
ACK

Time ———————-
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* MAC subLayer9] &

Contention-Free Mormal
Delivery Delivery
PCF

DCF

802.11 MAC Coordination Functions
pieeee e ...y}

MAC Layer= %= PCF MACxZ} DCF MACE 7t 4 9t DCF= Z4 Bl 2
Access Points PCF MACZ 7FAl 917 wh2o] PIFSS] SMUL 7Pd 4 QAR Qub vl DCFEE 7HAln 917] a2
DIFSY| Gre 9HuL 7HaA ek,

- Wireless PAN (Personal Area Network)
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* UWB (Ultra-WideBand)
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